
From: Lonny McMichael
Sent: Monday, September 09, 2002 6:32 AM
To: Brian VaJentine; Jim AIJchin
Subject: FW: Windows Media Player 9 Sedes

Any update on when WMP9 will be fixed to stop circumventing WFP?

Thanks, Lonny

.... Ong~na~ Nessage---
From; Jim Cavalans
~e~t: Nonday, September 09, 2002 2:03 AN
Te: Lonny McMichae[
Subjed-" Windows Ned~a Player 9 Series

Windows Media Player 9 Series:
h~p~ /d~wn~ad~micr~s~c~m/d~wn~ad/winmediaD~a~er~WMPbeta~9/wxP~EN-US/mDsetuDXP~exe

so on a whim, i decided to download and install the new media player 9 beta on one of my test machines, and set a few
interesting breakpoints. (probably no surprises here):

kd> !proc~s~ -1 0
PROCESS 8130fa68 Sessionzd; 1 cid: 0460    Peb: 7ffdf000 parentcid: 07d0

DirBase: 06145000 ObjectTable: e1076320 TableSize: 246.
Image: setup wm,exe

kd> !~hread 81345da0
THREAD 81345da0 Cid 460.56c Tab; 7ffddO00 Win32Thread; bc285c08
RUNNING on processor 0
TRP List:

8153bSd0: (0006,0190) Flags: 00000000 Md]: 00000000
Not impersonating
GetulongFromAddress: unable to read from 00000000
Owning Process 8130fa68
waitTime (ticks) ~63929
C~ntex~ switch Count 25~ LargeStack
UserTime 0:00:00.0265
KernelTime 0:00;00.0203
Start Address kerne1321BaseThreadstartThunk (0x77e6d530)
Win32 Start Address msvcrt!_zhreadstartex (0x77c39~7e)
stack Init f9233000 Current f9232c4c Base f9233000 Limit f922F000 ca]l 0
Priority 8 BasePriority 8 PriorityDecrement 0
childEBP RetAddr Args to Child
009cde74 0101b33e O00Fdc7~ O09cdeg0 0000001f sfc!~SfcFileException (FPO: [3,0,0]) (CONV: stdcall)
00gce0a0 0101d34e 009c~Obc 009ceS00 00000004 se~up_wm!SetSFCFileExceptlon+0xc6 (FPO: [Non-Fpo]) (CONY; stdcall)
O09ce4eO 01020ee2 O09ce7]c OOO00~00 009c~924 se~up_wmlWMc_cop~File+O×189 (FPO: [NoB-Fpo]) CCONV: s£dcall)
O~gcebTc 010217a9000bOdbO O026cfd8 00000001 sezup_wm~cwmcznfParser::WMc_copyFilesFromINFFile+Gx3d2 (FPO: [Non-
Fpo]) (CONY; [hlsca]l)
OGgcfld8 0101534c 000bOdb0 00000O00 00000000 setup_wm!CWMCZnfParser::InstalIBasicINFFile+0x6a9 (FPO; [Non Fpo])
CCONV: thiscall)
0¢9cfe40 ~1019489 00000001 00000000 OOOO0000 se~up_wm!CWlWcPackage;~Install+Ox40e (FPO: [Non-Fpo]) CCONV:
thiscall)
O09cfe60 01019515 00000001 000OO000 00OO0000 setup_wm!c~Mccomponent::Install+Ox16c (FPO: [Non-Fpo]) (CONV:
thiscall)
O09cfeB8 0100dgfd 0000000O 00000001 00000000 setup_wm÷CWMCComponentList:;ins~allPackageLisE+0x76 (FPO: [Non-
Fpo]) (CONV: ~hiscall)
009cff50 0100dc44 O09cffb8 00000~00 00263ecB setup_wm!CW~Installer::Insta]]Files+Ox169 (FPO: [0,42,3]) (CONV:
t~iscall)
OOgcff$0 0100dc8e 77c~91ed 00263de0 00000000 setup_wmlcl~’M~nstal]er::StartIn~ta]]Thread+0×~c~ (FPo: [EB~
O×009cffbS] ~0,7,4]) (CONV: thiscall)
OOgcff84 77c191ed 00253de0 00000000 00000000 setup_wm!CWM~ns~aller::DOZns~allThread+Oxd (FPO: [1,O,0])
s~dcall)
O09cffb8 77e6d10c 00263e30 00000000 00OO~000msvcrt,_~hreads~artex+0×Sf~ (FPO; [Non~po]) (CONV; stdcall)
O09cffec O000000O 77c1917~ 00263e30 00OO0000 kerne]32!BaseThreadStar~+O×34 (FPO: [Non-Fpo]) (CONY: stdcall)

(b~wr sfc!MysfcF31eE×cept]on i~ak~ sfc!SfcFileExcep~ion, lS~k~ sfc os!SfcFfleException).
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the corresponding server side RPC call is of course sfc_os! sfcsrv_Fi leExcepti on:

~reakpoln£ 2 hit
sfc_os!srcsrv_FlleExcep~ion:
O01b:76cSa548 55 push    ebp
kd> !process -1 0
PROCESS 8]Sald88 Sess]onId: 0 c~d: 0lTc    Peb: 7ffdfO00 ParentCid: 012c

DirBase: 0f962000 objec~Table: e13eb350 TableSize; 41S.
Image: winlogon.e×e

kd> kb
ch~ldEBP RetAddF Args to Child
O0f5fgo8 77cfgdgO OOega888 00157808 0000601ff sfc_os!SfcSrv_FileExcegCion
O0fSf928 77dle374 76c5a548 00f5fae8 00000003 RPCRT4!Invoke+0x30
O0f5fd04 77dleSb1 00000000 000OO000 00egagac RPCR,4!NdrStubcal12+0x229
O0fSfdZO 77ccc687 OOega9a¢ 00167d48 OOega9ac RPCRT41NdrServercal12+Ox17
00fSfd54 77cbd395 76c659d4 00egagac 00fSfdf8 aPcRT4~nispatchToStubInCNoAvrf+0x17
00fSfdaB 77cbe2a3 00000002 00000000 76c68090 aPCRT4!RPC_]NTERFACE;:DispatchToStubI~orker+0XI12
00fSfdcc 77cbTddd 00egagac 00000000 75c68090 RPCRT4!RPC_INTERFACE:;DispatchToS[ub+0xal
0OfSfe04 77cb9933 00e77aS0 00e6f2e8 001577c0 RPCRT4!LRPC_SCALL::~ealwiLhRe~uestMessage+0x2eI
00fSfe28 77cb9f48 00e6£320 00f~fe40 00e77a50 RPCRT4!L~PC_ADDRESS::Dealwi~hLRPCReques~+0x16b
00FS£FSc 77cba188 77cbccd4 00e6~2e8 00000000 RPCRT4!L~PC~ADDRESS::ReceiveLoLsaCalls+0X3e7
O0fSffgO 77cbccd4 00e6f2e8 00000000 00000000 RPCRT41RecvLotsaCalls~rapper+0x9
O0fSffb~ 77cbad68 00085110 77e6d20c 00e6f3f0 RPCRT4]BaseCacbedThread~outine÷0xgc
OOfSffb8 77e6d~Oc O0e6f3f0 000OO00O OOOOOO00 rPcrT4!ThreadS~ar~eou~Ine+OxZ7
00fSffec 60000000 77cbadSl 00e6f3f0 00000000 kerne132!BaseThreadStar~+0x34

this was called for each of the following ~les (appeared to be multiple times each):
O09cdeg0 "[:\Program Files\windows Media Player\npwmsdrm.dll"

OOgcdeg0 "E:\Program Fil~s\w~ndews Media P]ayer\npdrmv2.dl]"

OOgcdeg0 "E;\WINDOWS\system32\drmclien,d]l"

O09cde90 "E:\W-iNDOWS\~ystem32\drmster,dll"

OQgcdegO "’E:\WZNDOWS\sys~em32\drmv2clt.dlI"

009¢de90 "E;\W~NDOWS\system32\blackbox.dll"

009cdeg0 "E:\WZNBOWS\system32\msneLobj,dlq"

O09cde90 "E:\WZNDO~s\sysLem32\wmasf.dll"

O09cde90 "E:\WzN~ows\sys~em32\wmvcore,dll"

OO9cdeg~ "E:\W’£NDOWS\system32\wmnetmgr.dll"

OO9cdegO "E:\W~NDOWS\system32\msdmo.dll"

OOgcde90 "E:\w1~Dows\sys~em~2\~admod.dll"

O09cdegO "E:\W:~NBO~S\system$2\wmsdmod.dql"

O09cdegO "E:\wzNno~s\system~2\wmvdmod.dll"

OGBcdegO "E:\WINDOWS\system32\mpg4dmod,d13"

O09cdegO "E:\~F~NDOWS\system32\logagenL.exe"

O09cde90 "E;\~FiNDOWS\system32\laprxy.dll"

O09cde90 "~:\WINDOWS\system32\wmadmoe.dll"

009cdegO "E:\WINOO~S\system32\qasf.d]l"

009ceeg0 "£;\wINDo~s\system32\mswmdm.dll"

O09cdeg0 "E:\WINDOWS\system32\msscp.dll"

OCgcdegO "E:\WINDO~s\system32\mspmsp.d11"

oogcdegO "E:\WINDOws\sys[em32\wmdmps.dll"

O09cdeg0 "E:\WI~DOWS\systea32\wmdm]og,dll"

OOgcdegO "E:\WINBO~S\SVStem32\CEWMDM.dll"

O09cde90 "E:\W~NDO~S\system32\mspmspsv.dlq’"

O09cdego "E:\wINDOWS\system32\wmploc.d]~"

O09cdegO "E:\WINDOWS\system32\wmpshell.~]q"

009cde90 "E:\WINDOWS\system32\asferror,dlq"
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O09cde90 "E:\Program F~les\Windcws Media Player\wmplayer.exe"

O09cdegO "E ’ \WTNDOWS\INF\un regmp 2. e x~"

009c4e90 "E :\Program Files\windows Media Pla~’er\setup~m.exe"

all with the ExpectedChangeType ~ags parameteF:

O09cde84 O000001f

which ~s b@sicalIy, a~ the defined SFC~CTION_* Bags, from i n1[ernal\base\i nc\sfcapi p. h.

a~so ... is there any reason fOF unregmp2 .exe (Mi(’FO~O~t Windows Media Player Setup U~ib/) to live in the infdi~’e~oQ/) i
nobced veFsiOn 8 was aIKeady there on a dean instBll on .N~l-, even before i installed the veFsion 9 beta?

-~im.
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