From: John Schindler

Sent: Thursday, September 21, 2000 4 54 PM

To: Peter Fox (MIDWEST), Daniel Brewster, Gordon Mangione

Cc: David Roberts (EPG); Glenn Edwards; Stephen Schneider; Kevin Hammond; Suneel Mathur
Subject: RE Motorola at Risk

First, | suspect the answer to the second question is that Motorola is part of the MECF and Art frequently gathers info
from its members. The enclosed xlIs was sent to me by Art back during the first Exchange outage. Interesting info.

o
b l

MECF Member
Profile 9912.xIs (...

The first question is worth a thorough discussion. (Steve, Glenn please take steps to help set up this meeting. Gordon
please identify/provide your key contacts for these issues and we'll get the process rolling.)

Dan did you update Orlando yet?

From: Peter Fox (MIDWEST)

Sent: Thursday, September 21, 2000 5:54 PM

To: Daniel Brewster; Gordon Mangione; John Schindler

Cc: Dawvid Roberts (EPG); Glenn Edwards; Stephen Schneider; Kevin Hammond; Suneel Mathur
Subject: RE: Motorala at Risk

Dan, thanks for sending this message. | think the focused discussion we need to have as a team is around two main
issues:

1) what should we be telling Motorola now about status of diagnosing the problem and our plan going forward and

2) how is it that the customer knows about other customers having this same type of problem when we don't know about
it.

| think we can make headway if we get focused, communicate better, and execute on a coordinated plan. I've seen
Premier and the Business Groups work together on tough problems and resolve them to restore customer confidence.
I'm sure we can repeat that performance in this case as well

John/Stephen, does it make sense for your team to coordinate a call with the right folks from Gordon's team and the
Moto account team ASAP?

From: Daniel Brewster

Sent: Thursday, September 21, 2000 5:44 PM

To: Gordon Mangione, John Schindler

Ce: Peter Fox (MIDWEST); David Roberts (EPG); Glenn Edwards; Stephen Schneider; Kevin Hammond; Suneel Mathur
Subject: Motorola at Risk

Importance: High

Gordon & John, | need to ask for your help regarding problems that we are having in the messaging environment at
Motorola As you know, Motorola, and Art in particular, can be very demanding, however we’re having problems that
need to be solved immediately. VWe've had our share of frustrations out at Motorola: from the outage in June that
was escalated to senior management at both Motorola and Microsoft, to recent products with Exchange 5.5 at their
Libertyvilte facility, to even more recent problems with Exchange 2000. There are currently two outstanding issues
that are seriously impacting our ability to secure Exchange as the standard for Motorola.

The first issue involved Qutlook Since late July we have been experiencing problems with Outlook clhients at a large
site in lllinois (Libertyville). The Outlook clients are experiencing intermittent “hangs”. The problem may not occur
for several days, or it may occur several times throughout the day. VWhen the *hang” occurs, the user is unable to
perform email functions for several minutes off and on for about an hour. This probiem is impacting a relatively
small, but vocal, portion of the user community - including executive management.
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Our Premier arganization has done a thorough job of analyzing the situation, however we have been unable to
determine the root cause of the problems - despite having placed RREs on site for at least three of the previous eight
weeks. The team compiled by the Premier organization includes Alliance engineers in Redmond and the DTAM
(Glenn Edwards) on the account. The technical team has attempted a number of remedial steps with both Exchange
and Windows NT Server, however It's fair to say that we're at a 10ss in diagnosing the problem.

The question that | have for both of you is this - at what point do we simply throw up our hands and say, “We don't
know what the problem is”, or “We can'’t (or won't) fix it", or “We're going to recreate your environment in the lab and
isolate this until we find a solution” (or something somewhere in the middle). | have attached a one page summary
that was compiled by an Alliance engineer below. Eight weeks is simply too long for us to be unable to identify the
problem.

The second I1ssue involves Exchange 2000 and, amazingly enough, has somewhat related issues at stake An SR
has been opened by Joe Schaeffer (a Motorola employee) - the SR number is* SRZ000803000212. It is my
understanding that this issue has been raised through the JDP support process and is, potentially, something that we
(Microsoft) may already be aware of. There are a number of Exchange 2000 users that are experiencing hangs and
the inability to sync with 2000 mailboxes.

As the account manager, | need a better understanding of the relationship between our support organization and the
development teams in the product groups. | was being somewhat facetious in my statement above about throwing
my hands up, but | do sense that the time to involve the product group in a more meaningful way in this critical
problem has quickly come upon us One area that | am extremely concerned about is the apparent lack of
communication between the various entities in the support organization and the product groups. | included a mail
from Art Cipolla below that essentially calls us a bunch of tairs - he assumes that we (Microsoft) know all about the
problems other customers are having with Exchange and that we’re hiding things. My perspective on this is pretty
simple - the local team, aiong with Glenn and his team, has spent the last two months trying to resolve the
Libertyville issue and now we hear that Microsoft may have been aware of similar problems in other accounts? |
recognize details have a way of changing the greater the distance they travel, however it looks very bad from a
customer perspective.

I'm trying very hard to stay out of the decision making process as it relates to support as that’s not my role in the
organization. | don’t profess to be an expert in this area and am sure we have better talent when it comes to making
decisions on when and how to escalate customer issues. We have a great team in place, and | have full confidence
in them, but the time to solve this problem is NOW.

I’'m very concerned that we will lose Motorota as an Exchange customer if we do not proactively pull out all the stops
to solve their current problems. What advice can each of you offer? As Orlandg is the executive sponsor for
Motorola, it's important that | update him on this in the next day or two as Art has clearly indicated he has no problem
calling Orlando to discuss.

Thanks - dan
(the attached email below is a very interesting perspective on the frustration at Motorola around Exchange)
<< File: Motorola case notes.doc >> << Message. RE: w2k >>

Daniel Brewster

Global Account Manager - Motorola
Microsoft Corparation
danbrew@microsoft.com
800-231-5550 x4082
630-430-1191 mobile
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- Microsoft Enterprise Customer Forum -

T
Total Ir lled Total ) lled Number of
Number of Subscribers Number of Domestic International Windows NT SMS Accounts
Company Planned Dom/int'l Subscribers Current  Charge back Method Subscribers Subscribers © accounts managed
ATBT 7 99,000 88,000 Per man box 83,000 5,000 B
Bosing L 200,000 | T 156,000 Allocated via headcount 155,000 1000 - e
BP 39,000 i 36,600 none 12,300 24,300 T 7
' per mailbox, plus storage
charge over init:al space
Chevron e 36, 000 _ 32, 095 II! 27,134 4,961 -
Columbia Health ) ) o ) T T ]
Care 30,000 10,500 None 10,500 0
[Compaq | 65000 | 88,000 i - 49,000 39,000 90000 ”7:
per user account! per -
Exxon 65,000 37,000 month 25,000 40,000
Fidelity per user account/ per
Investments 39,000 35,000 month 32,000 3,000 25,000 25,000
per user account/ per
Ford 190,000 54,170 month 48,270 5,900
General Electric 200,000 200,000 None Unknown Unknown We use MSX #s We use MSX #s
GlaxoWellcome ) 35,000 | 7T 12,000 — Allocation T 6,000 " 6000 )
Intel 80,000 80,000 None 55,000 20,000
| Per sales and Population/ !
Lockheed Martin 125,000 115,000 per company 115,000 0
Lucent !
Technologies 125,000 105,000 Per headcount 82,000 23,000
Merck 54,000 52,000 none 36,000 . 18,000 54000 20000|
Microsoft T 45,000 | 45000 none 31,000 14,000
Varies by LAN {new global
Motorola 75000 50,000 _ rates for 2000) 30,000 20,000
[Nortel Networks 85,000 75,000 Per Mallbox 62,000 23,000 75,000 14,000
Northrop 35,000 34,000 permailbox per month 34,000 0
Texaco 22,000 20,626 Perpc 16,433 4,193 20,000 - 30,000
0)
Total 1,618,000 1,293,998 909,637 251,354
Page 1 *** Propnetary - For Use by MECF Member's ONLY *** Subscribers
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- Microsoft Enterprise Customer Forum -

" Mamtenace Windows? Do there count
System Availibilty ‘ agalnst your Avallablility?
(with or without Message delivery
Company Committed Servica Lovels | network) | What s conaidarad an outage?  Time Lo recover a sarvar  bma End-to-End Measurement/ Matrics Tools
!
99% within 5 minutes 7x24 The Post Office is not able o
AT&T server availability 98 986 with network| communicate with the network hackbone ~ ghours Average 3 minutes MailCheck, Crystai Reports Netl Yes No
|Boaing . _Yes o _ o . o R CIM, ITO NetiQ, Parfmon _ o B .
6P I Yes | I o I . o Crystal Reports Baranof Homegrown | o
Yes 24x7 wi 3 hour maint Exchange server unavailably to Chent Crysial Reports NTSMF LDAP Baranof, ManageX
Chevron window on 3rd Thursday 9998 due to Exchange server fault Vanes, 87 72% < SMin SAS HP's ITIQ H
Columbia Health Yes Delivery within 10
Care minutes | NetiQl {AppManager)
|Compag | __ yes I L o o o Local (MSK), Crystal Reparts _ |
i Any problem wf service or server that
Exxon 24x7 95% avaiabity | 99 9% wio network | prevents mai deiivery or mailbox access __~1Znours NA NetQ ! . Ne wincows
Fidelty 99 7 Server 99 95
m 9% mn<15mn___ Customer kmpact | Any oulage whereenduserisaffected - 10 hours Average it minutes MailCheck, Crystal Reports, Perfmon . Yes/No .
Target 2 hrs for service
SLO 7x24,99 6% up time, 2 24-28 to recover data
minutes delivery to managed Inability lo send/rac mail of access  betw backup snd pomtol 2 minutes te any
Ford - server . B _ calendar failura __managed server ManageX . . .
Orfferent per
business umit Cifferent per business (usually any
(usually 99 9% w/o [  problem with a service or server that  Varlas (but goal Is usually No way to Msasure In  Different by each business (tands to ba BMC Patrol,
General Electric 243 Petwork) prevents user to get to ther mauy ~ 8 hours) GE's environemin NetlQ Crystal Reports PERFMON) Vanes by business Lint
GlaxoWelicome Working on Crystal Reports SAS processing tracking logs
© Min domestic 1 Crystal Reports BMC Patrol, VB app to process
Intel 24x7 L _ . No more than 3hra _Hour world-wide i} tracking logs No .
89% of 10KB whn 10
! Clients cannot communicate with the mins 2MB win
Lockheed Martin 7x24 Server Varies, up ta 20hrs 30mins BMC Patrol Baraneff, inLook, in house:
Varies depanding on store
size and onginal problem
Lucent End User cannot send or receve email or <10 brs Trying to meet
Technologies Yes SLOMT 5% connect to Public Folders 4hrs 10 minutes/95% __ Crystal Reports, Perfmon, Topper Evaluating others
Page 2 *= Proprietary - For Use by MECF Members ONLY *** Service level

MS-CC-Sun 000000159508
HIGHLY CONFIDENTIAL



- Microsoft Enterprise Customer Forum -

Developing UsVery
time metnc, 5 minutes
wthin site 10
Chents cannot communicate with Ine 4 hours Domestically best Between Siles and 20 No avaiabiny 18 caloulated within 6am to
Merck Unpublisned 99 995 uptime | server effort infematonally  on mulbple hop sites Crystal Reports/Ne#Q 10pm
Microgoft | _yes L R _ R _ xchange and ITG developed others under eval R
i
t
{1} server/key componants down, (2) Global less than 48
Motorola 247 within 2 minutes ; 99 9 (servers only) | cannot send mail (3) cannot receive mail ~ 4 hours seconds (average) BMC Patrol Spectrum Baranot Home Grawn
Average Message
Anytime a user cannot access their tima = 2-3 mnutes Exchange MessageWise 2MA NT Robomon & |Thers 15 no predetermined maintenance
B0% Messages Delivered < mailbox due to server related problems Typically anywhere 99% of messages Vantage Metncs Crystal Info and Crystal Reports |window Outage 13 not caunted if users have
Nortel Networks 15 Minutes 999 _ (Not natworky _ betwesn4-8hrs  delvered<t5mn____ iniemally developed process ___|been torewamed
delivery of exchange emal X
95% within 5 mins  85% avial mailcheck for delvery performance asp web page of
of all x-servers based on | NT service call program for avallabikty, soon valume
Northrop Ted o, . : » - _ _ with crystai reponts B : R
Vanabie dus to
Anytime a user cannot access their network
rmailbox due to server reiated problems  Typrcally, anywhere topology/domestc
Texaco 24x7. 999 | Not network] betwean 4-8 hre lessthan 1min__ - Topper, Tivoll PerfMon Spectrum, NetHealth no
Page 3 " Proprietary - For Use by MECF Member's ONLY *~ Service level
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- Microsoft Enterprise Customer Forum -

#of Exchange Sttes Dedicated PF | Dedicated Corp Dir Relation
Company NT Domain Structure (US va International) Phyical Server locations Number of Pos/8H 3 Number of Subscribers Per PO Severs (VIN) | DULIst Servers {META or MSE)
Muli-Master 5 Accounl Domains and B Resource
Domams, one resource domain dedcaled 1o Exchange Exchange-No
ATAT 1 sus-amw o 90 PQ/78H 1800 _ Yes Relay Host-Yes METASCOR
- T Batch Feed From In-
Boang MMAD 20 406 1,000 Registration Datatase
Mult-Master user domains with singe global Email
B8P resource domain 126 k3T 500/s8rves may MSE
11 Account Domains wi-way rusts  Most Exchange
ites reside 13 0 113 own Resource Doman  More receni] 1 covenng the USA 16
deployments Exchange servers ars BDC's m an sttes geographically
[Chevron existing resource doman determined by WAN 7% target 1000 Range 20 to1200 Yes
[Coiumbia Heaftft  |Mult-Master (8 domains} with ail Exchange Servers In a) T N T - - B
Care [resource doman o 4 . o P 700 Avg
Wajor hubs in Reading Munich
Singapara Sydney, Tokya Houston
Littiston MA Cuperting, Colorado
Springs, Alpharetta GA, other
11-USINA, 12 Countries as well as requred by | 301=PO,60=BH/PF/ETC, 361=Total ¥ - some, but
Compag 2TMM Intemational network design Serv S = 500, M = 1000, L = 1500 not atways N META
58 Email, 18 BHGW, 3 PF, 2 Utiirty,
1 KM, some emal servers aiso
i perform BHIGW functions Included
muibple master domain modsl 1 Exchangs only are 4 Lotus Notes conneclors
Exxon resource doman 6 major / 2 salellia . | (including a calendar connector) 1000 Yos N IBM Callup, MSE_Zoomil
Fideltty Multi Master with a single Domestic Rasource Damain | 3 US / 2 Intematior 22 ! 106 PO, 140 Total 300 No . Batch Faed
- n ) - . - IBM Callup Masiers
WMuttMaster § account domains, 400 resource dormans, Corparate Directory
Ford 2 global res domains for Exchange 2US 8 intttogay 65 PO 35 athers planned 3000/server PFnatused | DL Not used Service (CDS)
Mulb Master within businesses o GF-wide croas-
ral Elscine us ness trusts 175 Unknown 610 (unkawn mix of PO/BH) vanes typically 1000 1500 Sometmas |  Sometimes MSE
mutiple master domain model - Exchangs only
GlaxoWellcome resourca domain gach Exchange site 2 75 600 Dec DDS and MSE
Intel Mulh MAD with one Exch_Resource Domain 1Us 2l 18 200 560 Y . MSE
|Lockhead Martn | Mutt Master Accounts Single Resourca for Exchange " 77 . 128 _ smali=500 med-1000, large=2000 Yas _ Ne __8oin
Multiple master doman / ail Exchanga servers in a Batch fead from i1 house
Lucent dedicated resource doman 7 Account comains, 300+ 213 Total servers 153 User servers 531 Old squipment 500-700 New proprietary corporate
Technologies resource domains 89 PF Servers 7 hub Servers equipment 1000 - 1500 Yes No directory
Yeos at Major
sins, at smatt
. 300-1200, 5000 Saled sttas shared
Msrck Multi-Mastar Accounts /Single Resource for Exchange | 3 US /50 intemational 2 Vaned rapresantativas on a single servar  with maibox Ne MSE
Multipie Master and 1 resource domaun for Exchange
Micrasoft servers only 12 oki=300 New=1050
Multi Master Domain Modsl, many Exchange Resourca !
Matorola s 141 281 20 800 Y No, planned Botn |
7
Multi-Master NT Domain (8 Domains), 2 Separate Baich Feed From In-
Resource Domain for ths Exchangs one far Production Hause Sennce
Nortal Networks and one for the Test environment ANAL 12 (i 72 800 miax (under review) Yes Notdecdedyst  Regisiration Database
Northrop 3 Masters - 1 Exchange only resource domain__ % 8 L . me
Texaco Modified Mult-Mastar Doriain 10 50 8 small=100 med=300, large=1000 . Yes No
Page 4 *** Proprietary - For Use by MECF Member's ONLY = Infrastructure
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- Microsoft Enterpnise Customer Forum -

PRIVIS HD

Company Hardware Make Hardware Model CPU Type / Quantity space RAM (NT 4.0) 8P? (EX) 5§ 8P Legacy Connectars She Connaclors 3rd Party Add-Ons YN
|aTaT I NGR ~ 4300 dual Pentium Pro 200mHz 2068 512MB_ 4 spa | None - RPG Omtoal Fax $r
Bosing Compaq 6500 Infra =4 MailiPF = 9 256 No X 400 X to-PC Fax (in pilot)

|
RPC and X 400
|Be R Compag 6000/7000 hubs single proc user/PF dual proc L . 128 256 MSmal SNADS ___ depending on bandwicih  Remoteware, Rightfax,
Large Prvate Store=PS000 1 ' 320MB on Brdgereads USA AT&T Fax connector Baranof
Small Private Store of Private/Public & 8ndgeheads 256~512MB on Prvate 1 MSMail connactor for & Convarted all lo X400 maicheck Imematonal
Chevran Compaq Brdgheed=P2500 2xP200 ! 104 Gb stores sP3 sP2 PIC's (SMTP being testad) RoghttusiF acsys
4500/5000/550013000 - DG
Columbia Health Care Compag 3600/2650 dual pentiem pro 200 512 No X 40010 3 Sres ScanMai by TrendMicro
|Compaq I I o o I o o PMDF (SMTP/MIME) RPC & X 40 ~ __ FAXXINATION, SAR
SP2 some
SP3 as
SP3 moving nesdsdirecom) Site connactors ard X 400
Exxon Compaq & Dell 5500/6500 / Dell are 6000 dual pentiums PRO 200 126 GB 1G8 to SP4 mended |Noles OV/PRQFS and SNADS connectors N
1X Pro & 1600 (Connectors)
Fidelity Investments HP & Compagq 7000 8ingle & Dual 45GB 2% & 512 4 2 None X400 Y
Ford OELL 62300/4300 4 way/ 2 way PIl 60GB 1G8 sP4 $P2 None RPC Nans
General Elecinc Compaq HP, Digital ‘vanes CPQ 5000 typical Dual Pent Pro Vares 512 4 2 PROFS Notes X400 X400 ScanMail and Vanous Fax
DEC MB40O IMS HP
Openman X 400 to (SOgate,
GlaxoWellcome X 400 to AT&T X 400 between all sites
812Gbyle PRIV ccMail, X 400 SMTP Noles
intel NCR S28 2x2Q00Ppro 24Gbyte space 258M8 SPS sP3 PMDF RPC Site Connectors. Y
Compagq AB1X00 AS4x00 Proliant 1800 (14 processors) Alpha 54xx Pl
Lockheed Martin (Alphas&Prolants) 5500 450 XEONS 8-24GB 256MB-1GB 4 2| SMTPMIME X400 Y
Old-NCR New-Compaq  NCR 540 Compaq 6000, HP  NCR-4xPentium186 Compaq/HP NCR 196MB RAM RPC and X 400
Lucent Technclogres. & HP LXR 2x450 Xeon >33GB Compaq 512 MB 4 1 Ne depending on bandwidth Omtoal Fax
100GB at large
sttes 25-50 at
Marck Compaq 500012500 4xPP200 1xPII300 smaller sras 1GB/256MB 3 1 MS Mart Y TopCall Fax Cannectar
[Microsor R Compag . 5500 o o200 512 A none Y _ N
OLD 200 MHz Dual CPU, NEW OLD 512 M8, NEW up RighFAX, BMC Patral, Noron
Motorola . Compaq Frokant 6500 500 MHz quad CPU 24-96GB 03G8 4 2 MS-Mail_cc Mail, IMS Yoo __Antwinus _
Alpha 2100/4100 Digital Prions Old config 24GB
Ougtal Alpha/lntel and 7100 Compaq Praliant New config 54 Alpha 256/512M8, Intel
Nartsl Nelworks Compag Prohiant 55006500 for4 9068 , 512MB 4 2 SMTP and ICR gateways Mostly RPC, some X 400 N
Site connectors and X 400
Northrap Compeq _ ___Prokant 5000 3000,2500,5500 200 MHz Dual Proc _ 256 MB. . Profs cc Mail s Scanmal by ero_
KeyFlow FaxSr Fasnation
4500, 5000, 2500, 3000, 1500, MsMall, Notes, Linkage lo Blackberry, Teamspace, Antigen,

Texaco Compag & (BM Netfiniy 1B50/ IBM 5 5500/7000 Vanabla up fo Dual 500 MHz 387200 Uplo1Gg s 2 OVVM and MVS RPC Site Connectors____ Fulcrum_Reddfish List Server
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MS-CC-Sun 000000159511
HIGHLY CONFIDENTIAL




- Microsoft Enterprise Customer Forum -

T ! I
‘ Support Support Support
Prohibit % % % % % Plan to POP3 maps awa
Support for PST  PST use | Exchange Exchange | Outlook Outlook | Oullook | deploy with | (Separate | (Separate (separate |  3rd Party Add-Ons
Company Mailbox Stze/Limst |Mass Mail Delivery Limits {including recovery) {?) 40 50 97 98 2000 Office 2000 PO’s?) PO's?) PO's?) {MaxCompress, etc)
T Yes,
AT&T 35MB 600 Yes No No 5 5 15 65 10 Yes No Separate No
Boeing 15Mb 1,000 per DL (Recem ) '
B8P 30MB Large DLs are protected ' !
500 addressees per !
message DL's to 3000
| Chevron 500MB members 98 2 Yos Yas | Yes Yeos
Restncted use of large
st hists - Cross platform :
Columbia Health limited to 200 recipients far
Cara 50MB tech reasons
Yes pilot now
20MB, more quota | 100+ Global DLs require deploy early
Compag for fee restictions N 0 2000 No yesino hmited
YES
separate
Exen 25MB no it o 1% B 98% 1% ! NO NO NO server |
Fideiity ) , - )
Investments 500MB no imit No No o o | 80 20 0 Yes , No n y None
Dist List separate from i
Exchange
(Netscape/Oblx) plus dist
from PROFS DL service -
Forg 20MB no limit 98 2 Y N N Y None
' Should be
100%
Restricted use of large {corelaod
Genaral Electric | variss 20MB typical _DLs No No Unknown  Unknown |Unknown standard) | Unknown No Varies Vanes YN None
GiaxoWellcome 50mb nolimit T
30MB waming/40MB
Intel Protibyt sand Nona today . N N0 0 | 1o 88 2 X Supparled | Suppacted No c2¢
! Yes
(dechcated
Lockheed Martin | BMB avg/30MB max Y Y Y Y Yes(No) Yes(No) Is)
Normnally 50 M8 (on Deploying Considering
Lucent stressed systoms 0L98 this year maxcompression, but
Technologres 30MB) 2000 Recipients 10 45 25 20 1 1Q2000 | MinimalNo | Yes/No No/No | issue with virus scanning
Merck Nane None Yes/Best Effort No 40 60 N Yes(no) | Yes(No}  NotYet Not
45 waming, 50 stop |
send, 75 stop
Microsoft recevng | approx_1000 ~ o i N .
Typical 50 M8, 1 - T N T o
Matorola Spocial 100 M8 Defautt ) o 19 80 1 Yos Yes | Yes Yes _No
None on the Infernally i
developed system, 300 on  Recovery of PSTs1s
Exchange DL's (enforced  up to the Desktap
through regular audits of - Backup and Recovery Yes, ~25% of]
|Nortel Networks 10M8 __tha drectory) group, not messaging _ No 0 ¢, ~80 ~10 ~10 _|Yes,verysoon| PO's |Notoffically  Pilot | No
Northrop 30MB 1,000 per DL (Recom }
20MB Soft/ 250MB
Texaco herd No YesmBest Efiort No 0 0 10 85 ) Yes YesiNo Yes/iNo YesMNo No
Page 6 *** Propnetary - For Use by MECF Member's ONLY *** Clent config
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- Microsoft Enterprise Customer Forum -

Virus Protection

How do you know when People joln and leave the

How do you handle Nama changes (le  What do you do with an employee's

Columbia Health
Care

Cllent, shouid have
serverbased tool by end of

Lockhesd Marin

NAIl on the Chient/Server,
Sophos on SMTP relays

McAfee on clients and
Exchangs servers Adding

|Compaq 1999__ _ e
McAfee on ciient and at
firewall Moving to same No, but looking at
Exxon architecture with Norton altenatives
|Exchange Server - None
Fidelty Client - Norton SMTP -
[rve: currenty being | No
Mcafee on client, none on
servers today - Considsring
adding software to firewalls
Ford and Exchange
Varies (but tends lo be
General Electnc |Symantec) _ No
GlaxoWellcome . _ .
intel |Stil evauilshng Y

Campany (ServeriClient) Content Scanning? Process to create/delete mailboxs company Marriage/Divorce) mali that has left company?
Wrote a scnpt that checks the Carporate Directory to see
Paid MCS ta wnie a lool catled AMC when an emglayea record 18 added or delated Creating a
Currently McAfee on client (automated mailbox creation toal) that web based application that allows employees request an |Currently manual working on a web based
adding Virus Software to our deleles custome recp s and creatas a new NT {D and mallbox o ane web requast with 48 hour tum |teol to do allow employee to do this
ATBT (UNIX) Relay Hosts No mailbox around automatically Just delets thew maibox and mail
Boeng N
|3 - T 777 ) T T B - T - — T
Plioting WoridSecure with T N T T T T -
Chevran MacAfes Manual inconunction with X 500 air | Service Order Request to Diractory Dealet

Rely on HR Dept to mitate changas Have distnbuted
graup of administrators who can make these types of
‘Batch creation changes

implemented web based automated

__service LAN Admin - deletion raquests and HR database feeds

SILAS(Ford process)CDS MCS custom
devaloped apps for NT/Exchangs account

& mallbox administration personnel systems

vanes (HR look at last signed on suparvisors billing
__Vanes (web, mainframe apps ADMIN) |data etc)

Web based tool utomated dump from HR server

Corporate Directory Adm tools and process feeds from

Manual Distnbuled group of administralors
are responsibie for making these types of

changes Manually delete after 90 days

_Both and manuat requests Disable accounts, followad by deletion

Corporate Directory Adm tools and
process feeds from personnsl systems Delete t

New request Vanes (usually delete it)

Web based tool Delete after 7 days

In-house developed toci Registration
Database (RDB) that works in comunction

with GAL X 500 and HR dBs HR dB teed to X 500

In house written process that does batch
creates each right besed on feed Deletes|
handied by flagging users missing from

¢

Thru RDB Archiva and dalete

Lucent [ TrendMicro 1o firewalls and Carporate directory 14 days NT account jFeed from Corporate drectory which is fed fram
Technologies  |Unix Relay Hosts disabled 60 days sccounts deleted | PeapleSoft Mariual Process Delete it, unless manager requests it
Manual Distnbuted group of administrators

Intemnet Gateways and Manual Looking at a tool cailed ExDS from| are rasponsible for making these types of
Merck. Norton Ant Virus Not Yot Discus Data No changes No Palicy
Microsoft ~
Matorola  [Norton Anti-virus K - " Have tacls B - T Celste )

Intemally developed scapts using SQL to
Yes scanning for manipulate data that 1s feed from the Automated mightly (ide restrict delrvary

Nortor on the cient adding ~ common spam text  corporale meta database (automated  |Batch feed from IiHouse Service Registration Database, | Baich feed from In-House Service and change Pnmary NT Account to
Nortel Networks |software on gateways stngs righty) Autmated nightly . 0 Database Autmated rightly  maibox) delete 45 days later
Northrop -

Server-Sybarl Antigen Cliert Backed up and archived Maibox hidden
 Texaca [McAfee Carming scon Inhouse developed process (Web app) Notifcaton from Human Resource Dept Webform request and then deleted afler 30 days
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- Microsoft Enterprise Customer Forum -

Restore users

Storage time ‘

I

| Message Retention | Days In Malibox? for Tape | How s 1t
Company Pohcy {wksimoslyrs)| Dumpster Charge? bhackup Backup software and strategy Recovery Strategy Who sets the retension policy?| enfarced?
]
] Seagate Enterpnss/STK9730 DLT Tape libranes |We have an-stte technicians and parts
Only if we delete and WINNT Backup for Bndgeheads Full avallable 7x24 We offer 24 hour tum around
aTaT o unimited t Nocharge 2 Weeks |backups dalty . ____[for a downed server B B o NA
Netbackup - Puget sound - Outside Backupexec |7x24 4 hour restore commuttmentHotspare on
. site at every majof site
Boelng 14 days
1Site based deasion  Ntbackup, Cheyenne, Hof standby hardware and support staff on
Legato and Seagate are all used 7x24 callout for major sites
BP unhmited |
Domestic US=Legato Unix-based Networker, Compiete spare server at major lacations w/
perform full backups every other might 24x7 vendor contract Database recovenes
incrernental in-between Have troutle managing  |where a restore Is Involved, rename prv edb,
1D8 agents (resettng and reinstalling) Centrai restore backup 1o separate server, then
unhmited, resinctions changed for man servers have dedicated 100mb/s LAN for use by |axmerge mail back mto production No major
Chevron Ptanned 7 power ~ $1000 3 Mnths all cantralized servers Intemab ‘disaster-racovery plans in place
.
Cotumbia Heaith Care | Current year + 1 year Seagate's Backup Exec Seagate’s IDR madule and Sunguard
Compag None 14 days US  Yes, no charge NT Backup, Legato Corporate Records
Spare HW servers in cntical locations
! Restare server offine to the spare, then i
Seapate BackupExec with Exchange addon |swap into production and ExMerge data
Exxon None 14 Days Yes{$1000 8 Days / daily fuil backups back__ _ Local affihate organizations User enforced
Fidelty Investmertts under review 0 Yes with Charge 1 year ARCserve, moving to L egato Het Spare servers Cross Functional Team Under review
Het Spare hardware, EMC/BCV,
Exchange (hot spare per array 1s
identcal), 2 ports are used for new J
Ford 14 days 7 case by case 14 days |ADSM maodel and new madel hot spare
30 days for Inbox, Sent|
ltems - 365 for all
General Electric others <4 Yes, Yos (§2500) 2weeks |Seagate, Cheyenns, NTBackup / nightly full |Hot Spare servers typically Legal HR and Legal Audits
GlaxoWelk-ome none | ! Repair or replace hardware, restore
28 days/7 days sent
Intel tems 1 Not supported 7 Days NT Backup to Local OLT Rastora/ Repair or Replace Legal
Lockheed Martn _ 65days na _ YesNes 28 days__|NT Backup to Local DLT RIRIR . _
Seagate backup wth Exchange addon / Vendor specific HW repair SW is tape
Lucent Technologies 6 months. 4 None 30 Days daily full rastore and/or retnstali-rebuid
60days inbox/sent 30days
Merck ] ftems A No moving to 14 |Seagate BE 7 0 /Dally Full Standby Restore server Records Manag Group __|Not Currently enforced
Microsoft none NT w/ Seagate (Exabyte & DLT) daily Reinstall, Restore * EDB
No enforced policy as Mirmmum 30
Motorola yet ~2_ Yes Notusually days ARCserveiT, BackupExec, Legato Reinstall, Restore * EDB . _ . B
Not Officially 21 consecutive| Seagate Backup Exec, Nightly Fuil, Linear |Not spara in major locations 2 Hours
Nortel Networks None Noene days Logging Looking at NetBackup ____ |response from hardware support : _
Exchange site spare Compaq
7 day retention on processors for hardware faillures, 3
tape, { tape sent servers in USA for recovery/restare of
Northrop offsie segate backup-exec mal store/mailbox N/A ! N/A
Texaco unhmited 5 Yea/Yes 8weeks |NT Backup to Local DLT Spare hardware onsite, Repair/Replace Legal No currently enforced
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- Microsoft Enterprise Customer Forum -

No. of Users
Internal/Extern
Company S/MIME Encryption V.509 V3 PGP Key Mgmt (Y/N) al
AT&T ~ No No No No No N/A
Boeing o T 2 '
I B o Y T
Chevron "Yes  PilotEntrust no Pt 50 Piot |
|Columbia Health | o - - -
Care - N
Compaq _ j L No -~
No - but hopefully
part of Zoomit
Exxon No Yes implementation No Y N/A
Fidelity Investments No No No No No N/A
Ford Y - pitot Y - pilot Y - pilot No Versign KMS N/A
General Electric Soon Soon Soon No Y Unknown
GlaxoWelicome - N I
Intel Y Y N
Lockheed Martin ~
Yes, Supported

inbound In In progress In

progress for conjunction with
Lucent Technologies Outbound In Progress Yes No Corporate Security All

No - World |
Merck Secure Pilot N N No { Pilot
Microsoft jﬁ i; T y
Motorola No Coming soon Comingscon ~ No  Yes, coming soon | Very few, in test

o Entrust imited  Entrustimted
Nortel Networks Not yet deployment depioyment No Entrust | 3000/0
INorthrop N N N Y N
Texaco Y Verisign Y No N 500
0 [— -

Total -
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- Microsoft Enterprise Customer Forum -

| x ] |
| \
! # Operations,
Sys Mgmt | Is cliant support handiad 8 Planning/| Support Staft | Diractory
Distribution of Exchange sarvers  Remote Administration of | (Cantrallzad or  Alert manugament | by sama graup as server Level of Support from HQ Staffor| perfunction for | Services
Company {Domestic and Exchange servers Local) techniques and tools support? Microsoft Change strategy Exchange |  Exchange |hesd count)
]
MS Premiar support cantract  Tickets are enlered Into 2 Ceniral Change
All servers at sl locations Conductsd NT and Exchange Mgl system fully accessible by
accesible centrally via Supportability raviews Microsoft Helpdesk Mantsniance is done Monihly o
Remotely Possible, Exchange Neti@ send alens to HP Enterpnse Program manager on o0 a as needed basis No work done
ATaT 95% Domestlc 5% Intemational  Admin NT admin \Contralized Opanview No site (supporting all MS protucts) unfess it 15 entarsd In system 4 2] E
MS Pramier support conlract i
Primanly domestc intert| Enterprise operations has | ncluaes TAM Conductsd NT 298 beginning implementation of formal
(global) hubs being daplayed in bolh server and chent and Exchange Supportabiity  change process Server change mgt |
98 (5-7 hubs) Completed 5 specialists avall for 3rc 7 4th |review 1Q88 Cne addtl MCS  “pushed” canirally and spi with periodic Svr=18 Chem
Bosing Global hubs Compag nsight mgr and NetlQ |Centralized CIM, Netl level sp consutam audts 10|-7
Comralized design Global Email team sets upgrade timing
All servers at all locations procasses and and delermmnes versions/ hotfixes  Sttes
with 311 servers in 42 accessable centrally via PC | arocedures. are required to update servers within 60 .
countnes tao many to st Anywhsra32 Exchange Admin | managed by 7 Baranof Notfy Service  No Cliert support via MS Global Premier accoum 3 days of go-shead Peer reviews audils |
Approximatly 30% US end 70% NT admin Compag insight regional support  and Link Monttors Perflist desklap and help desk TAMs Conducted NT and and vompliance checks pesformed to
L=ld Intematicnal manager, SMS cliant ‘eams and Perfmon toams Exchange suppoitability reviews  ensure consistant imptemantation 2| 72|
Operations cnter runs
Admin Server & Link ‘Outsourcad ceniral 1at lsvel
8 domestic server cluster Al servers at all lacations monitor Baranof and  [cliert suppart butin house
locations - (4N Calforia 1 ccessable centraly vaPG | Perfmon monitors HP's | reguanal support sxists for
S Caltomia, 2 Texas, 2 Anywhere and/or SMS. IT/O threashold aiets | 1st level with 2nd level Rollmg refease testing and change mgmt :
. . Exchange Acmin, NT admin send as E-mailto PF &  SME 3 { expert emall team o the enterprise fiefprntwed
Louisiana All locations 0 one a0 ingight manager Paging system Out of the|members ) on-site 3rd Level processes everaging on cuslomer
US ste)=30 Prvate Sre, 7 cenirg Staff has full Admin box lools Health reports | suppart offered by the communicatien metnods and lab
Bndgehead in one ske 15 nghis © the server Remote stafff Centralzed with  posted on WEB ( desktop design team as well spaceflools Have troudle to do volume
intemalonal sites 1 10 5 servars has local nghts but responsibilty| locsl SME s in 21 Performance courtter hits |as via Premier support MS premisr support contract tasting in fab Have monthiy 3 hour '
chevion each for maibox admin lasks regions raffic volume etc ) Server suppor ncludes TAM change window 1 7
Keep software on current level after |
Columbia Health tesling unless a requirement exists fo
Care Al domestic PC AnywWhers Centralzad NetlQ No PSS suppart ather versions (1 s SoftSwlch) 3 3
All servers at ail locallons :
accessable centrally via PC
Duo, Exchange Admin NT 1ret lavel nandied by .
admin Compaq nsight Helpdesk, 2nd isvel by acal
manager Central Stafl has ful oparations or daskiop teams:
ASminTights 1o the server Cllent escalations may be
Remote staff also has nghts but handled by Corporate or
30% Europs 19% PacRimiJapan. responsibiity for backups, [ Geagraphy 3rd levet server
Compag 51 NorthAmenca  maiibox admun tasks Sem-Central BMC Palrot support PSS Premier Standard bulds 7 E
Contralzed system|
i management by
I 10 Exchange’2 NT
, analysts Local
operations are
limied to changing
tapes and
hardwat
47U S (mostin Houston) f 14 i Gloval Emall team sete Exchange/NT/HW Installation (when
Canada /2 UK / § Japan/ 3 Exchange link and servar Pramier spport / 1 Exx0N g ragaimamanance iming and acts as diracted) Total
Beligumy 3 South Amenca / 4 manitar / paging software /| TAM / addmonal consulting  implemantor for Exchangs Separate skill opsrations '
Singaporef 1 France/ 3 SMS /Exchanga admn / NT Sottsunich Mait Monrtor! from Microsoft Consulting canter 15 responsible for NT/hardwara headcount
Exon Australia admin i Compaq Insight mgr | cetralized Netl2 AppManager No Services changes 4unknown 4
Premier support / 1 Exxon .
Exchangs admin / NT admin ¢ TAM / addtional consuiting  Kewp sulware on current level ater
Fidelty Vendor spechic aols / PC CA's TNG / Baranoff / HP from Microsoft Consuling tesiing unlsss a requirement exisis 1o
inveaiments 120 US / 14 Europe / 6 FarEast Anywhere Centraized Openview No Services support ather versions 4 14 F
30 US 10 UK, Planned - 10 Trouble tickets business requirements
Ford 'Sweden, 2 Aus, 5 Japan PC AnyWhara Centralizad "ManageX [No Pramisr/TAMMCS vargion contral, tast and relaase 515+
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- Microsoft Enterprise Customer Forum -

Exchange adrmin / NT admn /
Campaq nsight mgr { BC centrabzed by NetiQ BMC Patrol, MP ‘Vanes by Duswvess typically use one B Planning
General Electrn | Unknewn _Anywhere business bul varies Openview Vanes lypically yes 'Muluple dedicated TAMs business as lead (ot HQ) ~ 100|Unknawn
. Exchange link and server
Exchange admin ¢ NT agnmn ¢ moniter / paging software /| Shared change management system in
24 US/ 32 UK/ 32 Rest of world Compag insight mgr Centralized US/UK NETIG appmanager No PSS/ TAM public folder 4 4
Exchange admin / NT agmin / BMC Patrov Perfmon
intel 100 US/50 Pacic/50 Europe  Landesx Manager Centralzed  alerts/ Tivoh Console - No e _ _PSSAM Involves thrae committees for approval . 3 L
BMC Patrol/ Perfmon
Lockheed Martin_|Currentty US Only - ~ Boih alerts/ n-house tools. No _ PSSITAM _ Techmeal and Operations Review Boards | B _ 0
Perfmon Montonng of | 127 help desk support
queues Collection of Client support may not gat
Yes Al servers wordwide Evont logs back o certal |8 1he way back to SMEs
Lucent 70% US and 40% intemational  administered from Princeton admin locaton for 'who regulanly handie DTAM Premiar Support EPM on Lucent & IBM GS change management
Techrologles  |(~30 countnes) NJ Contralized extended troubleshooting [server St MCS on site process 3 50
Merck Centralizeo Moving Towards NetiQ ~ [No PSS/Dedicaled TAM Vartes 1 il
Limited to monttor Process i place to nobfy all leads pror to
Microsoft 50% US and 50% int backups and first tier support | Centralized Perf and link montors  [Yes Pss any alteration Ll 15
Std MS tools PCAnywhere Compag Insight Manager [Yes same organizalion Moving to better Change management
|Moterote 66% US and 33% Int) Compaq Remote Insight Bd  |3oth _ BMC Patrol _____,aifferent department MS Premier Support Services  Confrol __ 42
‘Yes Remotely Possible Exchangs MessageWise |Not initlally but problems — DTAM Premier Support Global Very
125 Canada US, 4 South Am, Remore command |Centrglized follow 2MA NT Robomon & can be escaiated to tha Master Services Agreament Formal changa managament process with 9 ping 5 difficult 1o
Nonet Netwarks |11 Asia Pac, 32 Europe Exchange Admin the Sun model _vantage ssaging group MCS continuous conract an intemally developed wab based tool P o
today  routeable word chg control doc
Exchangs ink and server |no, ahways follow standards Future moving to Shared change
Exchange admin / NT admin / monitor / paging software /|and call enternse email management system in public folder using
Northrop 193 servers _ ' Compaq Ineight mgr soth 00N NETIQ lgroup for support_ PSS/ TAM farme (Ouliook) 4 3550
Problem and Change Control Team and
Exchange admin /N | adrmin ¢ Topper scon NetiQor | Af & second level support System with sel procedurss and customer
Texaco 32 Domestic/48 Intemational _ Compad nsight mgr/Timibukty__|Cemtralized Patrol structure PSS/ TAM nolification | 4 sl
Page 11 4 Proprietary - For Use by MECF Membar's ONLY *** Managsment

MS-CC-Sun 000000159517
HIGHLY CONFIDENTIAL



- Microsoft Enterprise Customer Forum -

Chent Distribution method and clients sarvad by

General Electnic
GlaxoWelicome

Intel

Varies, but mostly SMS Varies, but mostly Local Support and RCMD

Home grown tool 80K

Lockheed Martin

Lucent Technologies

Merck

_ |SMS also used to monitor servers and deliver server SP's

Varies with local support

SMS and Local Support

Server either shipped pre-configured from Princeton (for
domestic sites) Servers bought in country and disks

Chent image used for mtial installs Local support has
access to approved packages SMS for upgrades and SP's  shipped to Princeton for loading and returned
(Internationat)

DTW OS load Remote Console for Exchange install

Company method Server Distribution Method Virus Update files (ie DAT files)
ATET Local Support for intial client install Service Packs via Tivoll Local Support and RCMD from controt center Via Tivoli to chents only
Boeing
B8P _ — U - - I - __
SMS to Clients, Direct Web access for

Chevron SMS From Central Site WorldSecure/MacAfee
Columbia Health Care
Compagq Inhouse mechanism Builds developed centrally, deployed locally

Separate skl center (desktop) using local operations and  Centrally supported remote, semi-automated nstall |
Exxon SMS process N/A
Fidehty Investments SMS SMS Client download from wnstall ponts
|Ford Twol, SDS _Twoh Tivoh, SDS

Varies, but mostly SMS

NAI DAT files

i
i

Via SMS to chents and servers

|Microsoft . : . . -
Motorola Mostly SMS, some by CD, new ones by vendor Via CD-ROM, Local Support, NAV "SARC" updater
Nortel Networks Desktops are cloned using SRP (Software release packs) Remote control tools and local support \Corporate distrbution center, user triggered
Northrop local support / SMS SMS y
Pre-configured servers shipped internationalty, domestic
Texaco Trvol built locally Clients via logon scripts, Servers automatic via FTP site
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MS-CC-Sun 000000159518
HIGHLY CONFIDENTIAL



- Microsoft Enterprise Customer Forum -

Who wrote
Comp (St nal) Utility Name Function
Create's new mailboxs, deletes custom recipient mailbox and adds DLs from custom maitbox to new
AT&T MCS AMC - Automated Mailbox creation Tool Exchange mailbox
_ Intemnal o DL Change notfication A uthiity that informs the DL owner of Add/Change/Deletes to their DL
Boeing
8P _ Ao . R . I .
Chevron e o o - o - - B N
Columbia Heaith Care
Compaq
|Exxon IR o - o _ .
Fidelity Investments Internal IMCSync & Account Automation Directory Sync & account creation
WebCat, WebCal - Provides Web view of Exchange and PROFS calendars
Dirsync, Dirsync - Synchronizes Exchange GAL to CDS - hourly
Ntusermgr, NTUserManager - NT Domain user account management
MigrateMait MigrateMail - Imports mail, notelogs, nicknames, pers Dist st to Exchange
ImportPROFS ImportPROFS - Imports PROFS calendar to Exchange
Ford e MCS/Ford _ AutoAcceptVizard L AutoAccept Wizard - simplifies script install to muitipie conf nms
General Electnc -
Glaxowellcorne
Intet i internal o Xtools . ~ Most Enterprise Exchange administrative functions
Lockheed Martin | - __ - -
Web based interface for NT account manager Allows more granular control for things Itke password
tucent Technologies Intemal LUUM Lucent User Manager resets, etc Add on being worked for Exchange Admin needs
Merck
[Microsoft _ | R _ R - - . _ - _ I
Motorola _ Intemat Automated NT & Matlbox Creation Add/Move/Delete Maiboxes NT accounts globaly from web page o o
Nortel Networks ntemally developed Directory build process Manages most directery interaction, cumently being rewntten using ADSI in view of Platinum
L L DL management process . _ rack DL trough meta directory, enforces DL maximum and provides backup for DL membership
Metrics generation tcol Very comprehensive metrics tool, based on all tracking Jogs, custom reports
o i o _Volume based biling o Biling on a per message basis, was never implemented .
Northrop MCS Server Monitor Sees If server 'services’ are available, Web page to show status (red, yellow, green)
Texaco Internal EntSyne¢, NT/Mailbex Creation Directory sync, Add/Delete Matlboxes, Mailbox Properties
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- Microsoft Enterprise Customer Forum -

Currently Dedicated Plans on merging Deploying Deploying Exchange
Performing  Architect/Engineers Exchange/NT  Windows 2000 at  Platinum at release | Draft Architecture
Company BETA testing (Y/N) DNS product groups {Y/N) release (Y/N) (Y/N) completed (Y/N)
MS DDNS for
Exchange/QIP for
AT&T Yes Yes corporate Yes No No No
Boeing
BP
Chevron Yes No MS DDNS Yes? No No No
Columbia Health Care
[Compag ~ ~ | o ] - - - -
Boon " Ne Yes ) VYes ~ No No  No
Fidelty Investments No No TBD No No No No
Ford No No Unix Bind Yes No No
General Electric No No Unix Bind No No No No
GlaxoWellcome T - -
ntel Y Y S Y Y Y i N
Lockheed Martin No None Undecided No No No
. T MS DDNS for o [
Exchange/QIP for Same groups
Lucent Technologies JDP Yes corporate already JDP Per JDP agreement Yes
Merck No Yes (1) Quadratec N N N _N
Microsoft ) . e - e .
Motorola Yes Yes (2) - No _ No Yes Yes
Nortel Networks Yes, but not on
Nortel Networks Yes Yes + MCS Netd No Exchange servers No Nothing official
Northrop Yes Yes MS DNS Yes Yes Yes 1 No
Texaco Yes " Yes MS DNS Yes Yes Yes Nothing official
Page 15 *** Proprietary - For Use by MECF Member's ONLY *** Platinum

MS-CC-Sun 0000001593521
HIGHLY CONFIDENTIAL




- Microsoft Enterprise Customer Forum -

Company i

AT&T
Boeing
BP
Chevron

[Columbia Health Care

Compaq
|[Exoxon

S — 'PLEASE DO NOT CHANGE THIS PAGE

Fbrd 7 o T

General Electric
GlaxoWellcome
Intel

Lockheed Martin

Lucent Technologies
Merck

Microsoft

Motorola

Nortel Networks
Northrop
Texaco

Total
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