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Jady,

Kow that DR DOS 6.0 has bmen skipping for several montha, it
has beccne clear that GFOS Technical Support nesds somwe defined
procedure through which & customer can remove the gsecurity from
their drive. In the past aevezal weaeks, customars have baccme
EXTREMELY agyravated whea they are faced with a security logina
that they either can not dissble through SEIUP or te which the
pasaword is unknown. Thess situations have azisen oz vazious
reasons;

* A virus moving inte the particion table in the srsn used
hy security. Since ths systeam asez the dzive as secuc-as,
virus checkers can nst get at ths virus,

A gliteh in any softwars or harxdwars that inadvertuntly
overwz.tes the passwozd. Suddanly the valid password is
rno longer valld.

* The unfortunata situarion thar allawed tha mastar and usar
password to be tha same thus preventiing a customer fren
cemoving the secuzity (this Ras bean sozreoted in the
Da¢ember 1991 BUS, but there i3 a lot of Augquat 1951
software still ogt there,!}

* An gustomar having crashed about o the drive and ne
longez has accass to bootable DR BOS 6.0 diska
(they may have rstuznad the product) and di¢ not
dissblis secusnity.

* IDE dzives are coming fresh from factories wiszh the
manufacTurer’s testing data #till cn the yniniciglizesd
drive. DR DG5S €.0 sewes this data a3 sscurity
information and demands & pasaword when the usar L
accempzing to lastall.

While DRI dld not create most of these situations {which aze
tare|, aur lack of assistance in rmmoving security has REALLY
aggravated CUItODArE, SOMA thrsatening legal action, Wnile ctha
legal aoction will most likXely be unsucoezsfil, great axpenss will
ke incurread defanding ouzselves not to Mmarnticn the poor publie
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uhtiﬁna creatod with the customer, Thus, we would like o
proposs the following policy be defined and implemanted:

1. Two utilities be daveloped that will remove security. Thae
moat commonly used vession, RILLDISK, will remove ALL THE DATA ON
THE DAIVE dy cleuling the partition table sntxies and then shell-
ing to FDISK forzcing the custocwr to zsformat. The less commonly
used verpian, OFENDISK, will simply remove the security without
affecting the dats. Wa have & very complete working modsl of
CFENDLSKE that wa created &n cur own tims as an sdvcational axer-
cise, We can producs KILLDISK very sasily based or the wosk done
for OPENDISK, The tschnical details of OPENDISK aze attacned, It
ig designed to protect itself from misuse I ways £rom Tuesday.
Bafore being usad, the utilities will be Fubmitted to the IDC,

2. KILLDISK would De avalilable to a sustomer ONLY on supsrviserrs
or manages’s approval. OPENDISE would be savailable ONLY on a
manager’s approval. Autlorizing pacties wonld take reascnable
messuUXres tc ensute that the customes i3 in Zact the cuner of the
hardwvarze involwad, The floppy carrying thée utilicy will be rpe-
turned to DRI #0 thAt we Can recover the data from that paztition
tabls for EDC's investigatisa,

3. Tne Lagal Deparument should praduce a docoment that the
customer would Jomplete PRIOR to receiving eithar utiliesy chas
would atats the sustomex i1s tha owner of or the parson responsi-
ble for the hazdesrs and that they rsallize that data will/may be
lost by using these utilities. Attached is a sanmple documsrt that
Lagal has produced for this purpose,

with a little work (the scftware sngineering is donel, ws
can craats an sfficisat security rwmovel peolicy that will satisry
most customers while resowaring for EDC that typs of information
that 18 causing théese prodleits for security without having teo
give tha customar ary information abour how our security works.
Evarybody wins.
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OPENDISK 1.0

Hunting mosquitoas with a bazoocka

CPENDISE is designed to zeamcve DR DOS 6.0 ascurity Zfzom drives
whilse protecting itself from xisuse or unauthorized dissemina-
tion. OCPENDISX rust ba run from the bkootable, copy PpProtected
floppy on which the utility is provided. Belcw ip & dascripeion
of its behavior:

1. whan first stazting, OPENDISK checks to aee that if has loaded
in the expected arsa 0f mamezy. This i3 To preves: somscne watch-
ing ite bebavicr with a SID, DEBUG, SOFT ICE, ate.

2. It then checks to see that it Is running under the special
version of IBMB(O.COM that has besn harmlessly sltszed. It also
checks that the floppy f{rom which it is suaning is the original
Lloppy provided by DRI. The floppy is copy protectsd angd has the
customers esrial number snceryptad. This is to make suire that thas
CPENDISK 2ile i3 not maved to another diask or to & BBS. Secatse
of the copy protaciion, a disk inags can not be credtad wizh
noxrmal utilities like DISKCOPY or DIMAGE.

3. Tha customdzr 13 than warned that daca may be o3t and that
backups should 2e made if posyible. Thay are asked 4f they want
to procesd and muat spter "YES™ in its eatirety. This 19 to
prevent the aceldental stxiking of “¥Y»,

4. OPENDISK then reads the Partition Table from the firar drive
and writes {t to an absoluts sector on the Zloppy. This 1is so
that we can capture the dats for EDC‘s use %0 make a determina-
ticn as to vhat was caueilang the problem when the disk is returned
to ud. Since tha dat: doma not appear in a 2ilse, the customa=
will Aave little idea what information we are saving. If thears
are 2 physical drives, both paztition tables are saved. When thae
£floppy 48 returned te DRI, it will be scanned for virusasz., The
recovered dacs will then be sxamined and relaysd to EXC if de-
sized.

5. OPENDTEX then looks for data ir the arxea that nozmally holds
the encrypted pazawerds uad clears that axea. The paztition
descriptor bytes Are then checked for expected DR DOS 6.0 ssguri-
ty valuas and restored to standard DOS valves if pesded. Since we
heve found eiltuations that Rave one placs ¢f data sad nat the
othar, the tws aress of tie partition table aze trasted saparate-
l]’l

6. QORENDISX writes the corpsctad data to the drive and then
checks for 4 second physical drive, If ons 1s found, it goes
through the same pProcess.

7. QOPINDISK finally tarminates tol_ing tha customer to rebaot
the systen,
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. am & licenasd owner of DR DOS 6.0. I kave installed security on
PTr=w system and it 1s now no longer working. I have been talking

ixtensively with (tech suppert agent), a Digital Reseazch

lechaician. I am suthorized to use the computer on which tha

R O3S §.0 program is installed, and I have aome very impertanc

iata that I nesd to have access td a3 5000 a3 Possible.

incloded is a photocopy of my identificatioa foz your rafezsace,

Jigiral Regsazch has mada ma aware that thay have a progzam
called OFENDISK which is designed to remove security and may
pable ma to have acgess to my data, I Bave requested Digital
masarch Lo provide me w.th the OPENDISK software, and I understand
that 1t is Data softwars which has not besn fully teatsd, and that
it will be provided Lo mo en &n "as 18" Basis, without any warcanty
‘ >f any kind, expressed oz implied, I alsd understand that after
i asing this sofrware, I must retura {t to Digital Ressarch as ¥con as
fossible s¢ that they may lock at tha filss and make a detsrmination
28 ta the cause of the problem. I also undsratand that I may not
discuas the existance oxr psrfczmance of OPENDISK with any pezson
nat seployed by Digital Aaseazch.

Sincezely,

{(Customar Signatore}
' DATE
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