IN'THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS
SAN ANTONIO DIVISION
WARNER BROS. RECORDS INC.. o7 uf,
 Phaintiffs, CA. NOLUS06.0v-006 15006
vE, TUDGE ORLANDO GARCIA ]
JOSE DUARTE,

BPefendant,

mmmﬁrmwwmtmmm

DECLARATION OF ?'_:‘%fj(m;s&s CARPENTER
iJ’Emm;m(“’afp{mieitméarp&mft}’%}f;‘&r,jm'y,}az:r{,&w{i@{:iareané says .o ]

1. bam Director, Data Services for the MadiaSentry business unit of SafeNet, Inc
{"MediaSentry”). I'have personal knowlédge of all of the-malters discussed in this Declaration.

2. MediaSentry is oné of the prinei pil providers of online ati-piracy services

worldwide. It speeializes in providing services to detect and prevent unauthorized distribution of

3 MediaSentry detected hundreds of digital audio files being distributed for free
“from a computer connected to the Internet using a specific Internet Protocol {*1P™) address on the

ff’éi{@wmg;Qs:ic:_aéti{m:;: :

[Date T Rddres [o. of Somd Recordings
Dlune 14,2004 1 68.91 8828 DA

[June 24,2004 688013188 586
Lune 50,2004 | 68.89.136.90 (619~

4. These IP nddresses were assigned ta Southwestern Bel! Tnternet Services, Tne. at

. thi dates and times thas MediaSen try detected the distribution.
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5. On each wcas.%&ﬁ, MediaSentry recorded screén shots showing the computer
distributing hundreds of digital audio files, including Plaintiffs” copyrighted sound recordings,
- from the compuier™s shared folder.

6. Each time Mec fnSentry detected the distibution, the number of sound recordings
ared folder increased, from 558 S’Olié?d; recordings on Jurie 14, 1’{}(}4; @ 619 sound
recardings on June 30, 2004, The meredsing number of digital music files-dn the computer’s
shaved folder indicates that, in addition to the distribution afsuch from the camputer, files were

i the sh

also being co iedto the computer’s shared folder,
44 P .

A Oneach of the three oveasions above 8
it dowiloaded a number of the MP3 “audio” files that were being distributed for free from the
computer’s shared folder. The titles of MP3 files that were downloaded indicated that they were
sound recordings whose copyrights are owned byihcz Plaintiffs in this Jawsuit.
8 Copies of the MP3 “audio” files that were downloaded by MedaSentry were
given 10 the Recording Industry- Assaciation of Americ for review,

Fdeclare under penalty of perjury that the: foregoing 13 true and carrect.

“Executed on this 24th day of Jaruary, 2007, in Morristown, NI
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“Thomas Carpenter
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vat MediaSentry dericied the distribiion,
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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS
SAN ANTONIO DIVISION
WARNER BROS. RECORDS INC.. f al. '
Plaintiffs, C.A. NO. 5:06-0v-006 15-OLG
TR

JUBGE ORLANDO GARCIA

JOSE DUARTE,

T O B W O W ol

Detendant,
DECLARATION OF THOMAS CARPENTER .
I, Thomas Carpenter, under penalty of perjury, herehy dectare and say:
” .3.4 o .-..E;t.n....I.iﬁ-ﬁ;é.cféiit.,.Iéé‘iéiSew.%ces for the MediaSentry business unit of SafeNet, Inc

("MediaSentry”). Thave personal knowledge of all of the matters discussed i this Declaration.

2. MediaSeritry is one of the principal providers of online anti-piracy services
worldwide, It speciatizes in providing services to detect and prevent unauthorized distribution of
music, films, software, and other content on the Inigrnet.

3 MediaSentry detected aundreds of digital audio files Being distributed fof free
- from a computer connected to the Internet using a specific Internet Protocol (“IP) address on the

foliowing oceasions:

Date: TP Address; | No. of Sound Recordings.
June 14, 2004 168918825 1558 |
[June 24,2004 [ 68.89.131.88 586
1 dune 30,2004 | 68.89,136.90 619
4 These 1P addresses were assigned to Southwestern Bell Internet Services, Inc. at

the dates and times that MediaSentry detected the distribution.

FIZPRIRE el

- SN

0027




3 On each oceasion, MediaSentry recorded sereen shats showing the computer
- distribuiting hundreds of digital audio files, inclﬁd.iizg Plaintii’s® copyrighted sound recordings,
from she-eq‘;zzig}utez"‘"z,: shared folder,
6. Each time MediaSentry detected the distribution. the o urnber of sound recordings
-1n the shared folder ncreased, from 5% sound recordings on fune 14, 2004, o 519 sound
recordings on June 30, 2004, The mcreasing number of digital music files in the computer’s
shared folder indicates that, in addition to the distribution of such from the computer, files were

also being copied to the computer's shared folder.,
£ cop P

7. On each of the three cccasions above that MediaSentry detected the distribution,

¥ RE,

ndawn?wdada ;mzﬁber of the . MP3 “audio” files that were being distributed for free from the
.‘cm.m-puter’s shared folder. The titlés of .MP3 files that were downloaded indicated that they were
sound recordings whose copyrights are owned by the Plaintiffs in this lawsuyit,

8. Copies of the ;MP’E “audio™ flles that were downloaded by MedaSentry were
givm te the Recording Industry Association of America for review.

i déeiare under penalty of perjury that the foregoing is true and correct.

Executed on this 24th day of January, 2007, in Maorristown, NI
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Jonathan G. Fetterly (State Bar No. 228612)
HOLME ROBERTS & OWEN LLP

777 South Figueroa Street, Suite 2800

Los Angeles, CA 90017-5826

Telephone: (213) 572-4300

Facsimile: (213) 572-4400

E-mail: jon.fetterly@hro.com

Attorney for Plaintiffs

CAPITOL RECORDS, INC.; UMG
RECORDINGS, INC.; "and SONY BMG
MUSIC ENTERTAINMENT

CENTRAL DISTRICT OF CALIFORNIA
WESTERN DIVISION

CAPITOL RECORDS, INC., a Delaware

oration; UMG RECORDINGS INC,, a
De aware corporation; and SONY BMG
MUSIC ENT RTAINMENT a Delaware
general partnership,

Plaintiffs,

V.

COLUMBIA DO TRAN,
Defendant.

#7417 v1

Case No.: CV 06-6587 GW (Ex)

DECLARATION OF ELIZABETH
HARDWICK
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I, Elizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:

1. I am the Product Manager, Data Services for the MediaSentry Business
Unit of Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). I have personal
knowledge of all of the matters discussed in this Declaration except as where stated on
information and belief. As to such facts, I believe them to be true.

2. MediaSentry is one of the principal providers of online anti-piracy services
worldwide. It specializes in providing services to detect and prevent unauthorized
distribution of music, films, soﬂwaré, and other content on the Internet.

3.  MediaSentry has been engaged by the Recording Industry Association of

America (“RIAA”) on behalf of the Plaintiffs to assist them in locating individuals

infringing their copyrights over peer-to-peer networks and gathering evidence of their
infringement. To perform this task, MediaSentry searches peer-to-peer networks for
individuals distributing infringing files for download and gathers evidence concerning
that infringement. '

4, In gathering evidence of infringement, MediaSentry does not do anything
that any user of a peer-to-peer network cannot do and does not obtain any information

that is not available to anyone who logs onto a peer-to-peer network. Thus, when

' MediaSentry searches for sound recordings on the peer-to-peer network, views the files

that each peer-to-peer user is disseminating to others, obtains the IP address and screen

name of each user, and downloads copyrighted works distributed by each user, it is
using functionalities that are built into the peer-to-peer protocols that each user has
chosen to use to upload (or distribute) and download (or copy) music.

5.  MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading”) files that appear to be digital copies of sound recordings whose
copyrights are owned by the RIAA’s member record companies. When MediaSentfy
finds such a file, it may download the file. As part of that downloading process,

MediaSentry, like any other peer-to-peér user, receives basic information about the user

11 #7417 w1 _ | : | 7 - o | SN 0033
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from whom the work is being downloaded. That information includes, among other
things, the Internet Protocol (“IP”) address of the user.

6. Once connected to the user’s computer MediaSentry also seeks to
determine what other files the individual is distributing to others for download. 12Hub
and other file-copying proglgams permit users to share all of the files in their shared
folders, and they may contain a feature that permits users to browse the entire shared
folder of another user. When available, MediaSentry invokes this feature of a peer-to-
peer program, just as any other user could do, and is able to determine whether the

individual user is merely distributing one or two music files or whether the user is

|| distributing hundreds or even thousands of music files.

7. Again using a feature of the peer-to-peer software available to any user,
MediaSentry can then capture a list of all of the files that the user is distributing to
others for download. MediaSentry collects this information by capturing as a text file
all of the contents of the user’s shared directory, such as the names of each file and the
size of each file, as well as additional information (called “metadata’) about each file.
Metadata may include a wide range of information about a file. Metadata, for example,
can include information such as identification of the person or group that originally
copied the file and began disseminating it unlawfully. MediaSentry does nothing to
create this text file; it exists on the user’s hard drive.

8.  MediaSentry’s process for identifying potential infringers and gathering
evidence of infringement has multiple fail-safes to ensure that the information gathered
is accﬁrate. MediaSentry takes numerous steps to check and double-check the IP
address of the potential infringer to prevent misidentification.

9.  MediaSentry followed the procedures outlined above with respect to the
evidence that it gathered in this case. Specifically, on September 8, 2005 at
approximately 6:32 A.M. EDT, MediaSentry detected the username “[ucsd]kongsta”
logged into the I2Hub file-sharing network at IP address 137.110.192.19. Attached as

2 |
#7417.v1.. ' | - - SN 0034
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Exhibit 1 to this Declaration is a true and correct copy of the text file captured by
MediaSentry on January 30, 2006 showing the list of files that the computer connected
to [2Hub with the IP address of 137.110.192.19 was distributing under the username
““[ucsd]kongsta” to others for download. _ |

I declare under penalty of perjury undery'the laws of the United States of America
that the foregoing is true and correct.

Executed this 14th day of November, 2007.

é&@w@ #@W

Ehzabeth HardWICk
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Ira M. Schwartz (State Bar No, 010448)

Michael A. Cordier (State Bar No. 014378)
DECONCINI MCDONALD YETWIN & LACY, P.C.
7310 North 16™ Street, Suite 330

Phoenix, AZ 85020

Telephone: (602) 282-0500

Facsimile: (602) 282-0520

ischwartz@dmylphx.com

mcordier@dmylphx.com

Attorneys for Plaintiffs
UNITED STATES DISTRICT COURT

DISTRICT OF ARIZONA
Atlantic Recording Corporation, et al., Case No.: 2:06-cv-02076-PHX-
NVW
Plaintiffs,
Vs. 3 DECLARATION OF
}  ELIZABETH HARDWICK
Pamela And Jeffrey Howell,
Defendants.
)

I, Elizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:

1. I am the Product Manager, Data Services for the MediaSentry
business unit of Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). I have
personal knowledge of all of the matters discussed in this Declaration except as
where stated on information and belief. As to such facts, I believe them to be true.

2. MediaSentry is one of the principal providers of online anti-piracy
services worldwide. It specializes in providing services to detect and prevent
unauthorized distribution of music, films, software, and other content on the
Internet. |

3. MediaSentry has been engaged by the Recording Industry
Association of America (“RIAA”) on behalf of the Plaintiffs to assist them in

locating individuals infringing their copyrights over peer-to-peer networks and

#1260051 vi
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gathering evidence of their infringement. To perform this task, MediaSentry
searches peer-to-peer networks for individuals distributing infringing files for
download and gathers evidence concerning that infringement.

4, In gathering evidence of infringement, MediaSentry does not do -
anything that any user of a peer-to-peer network cannot do and does not obtain any
information that is not available to anyone who logs onto a peer-to-peer network.
Thus, when MediaSentry searches for sound recordings on the peer-to-peer
network, views the files that each peer-to-peer user is disseminating to others,
obtains the IP address and screen name of each user, and downloads copynghted
works dlstrlbuted by each user, itis usmg functlonahtles that are bu1lt into the |
peer-to-peer protocols that each user has chosen to use to upload (or distribute)
and download (or copy) music.

5. MediaSentry searches peer-to-peer networks, looking for users
distributing (“uploading”) files that appear to be digital copies of sound recordings
whose copyrights are owned by the RIAA’s member record companies. When
MediaSentry finds such a file, it may download the file. As part of that
downloading process, MediaSentry, like any other peer-to-peer user, receives
basic information about the user from whom the work is being downloaded. That
information includes, among other things, the Internet Protocol (“IP*) address of
the user.

6. Once connected to the user’s computer MediaSentry also seeks to
determine what other files the individual is distributing to others for download.
KaZaA and other file-copying programs permit users to share all of the files in
their shared folders, and they may contain a feature that permits users to browse
the entire shared folder of another user. When available, MediaSentry invokes this

feature of a peer-to-peer program, just as any other user could do, and is able to

#1260051 vi | | | | _ B SN 0037
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determine whether the individual user is merely distributing one or two music files
or whether the user is distributing hundreds or even thousands of music files.

7. Again using a feature of the peer-to-peer software available to any
user, MediaSentry can then capture a list of all of the files that the user is
distributing to others for download. MediaSentry collects this information in two
forms. First, MediaSentry takes screen shots, which are actual pictures of the
screens that MediaSentry or any other user of the peer-to-peer network can see
when reviewing the files being distributed. Second, Mediaéentry captures as a
text file all of the contents of the user’s shared directory, such as the names of
each file and the size of each file, as well as additional information (calléd'
“metadata”) about each file. Metadata may include a wide range of information
about a file. Metadata, for example, can include information such as identification
of the person or group that originally copied the file and began disseminating it
unlawfully. MediaSentry does nothing to create this text file; it exists on the
user’s hard drive. .

8. MediaSentry’s process for identifying potential infringers and
gathering evidence of infringement has multiple fail-safes to ensure that the
information gathered is accurate. MediaSentry takes numerous steps to check and
double-check the IP address of the potential infringer to prevent misidentification.

9. MediaSentry followed the procedures outlined above with respect to

{the evidence that it gathered in this case. Specifically, on January 30, 2006 at

approximately 1:52 A.M. EDT, MediaSentry detected the username
“jeepkiller@KaZaA” logged into the KaZaA file-sharing network at IP address
68.110.64.47. Attached as Exhibit 10 to Plaintiffs’ Statement Of Facts In Support
Of Motion For Summary Judgment is a true and correct copy of a compilation of

screen shots captured by MediaSentry on January 30, 2006 showing the list of files

#1260051 v1 : | : ' | S - SN 0038
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that the computer connected to KaZaA with the TP address of 68.110.64.47 was
distributing under the username “jeepkiller@KaZaA” to others for download.

I declare under penalty of perjury under the laws of the United States of
America that the foregoing is true and correct.

Executed this 5th day of July 2007.

Elizabeth Hardwick

#1260051 v1
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF LOUISIANA
LAFAYETTE DIVISION

WARNER BROS. RECORDS INC., a Delaware )
corporation; UMG RECORDINGS, INC., a ) CIVIL ACTION NOG. 07-1280
Delaware corporation; SONY BMG MUSIC )

ENTERTAINMENT, a Delaware general )
partnership; ARISTA RECORDS LLC, a ) JUDGE Tucker L. Melancon

Delaware limited liability company; and BMG )
MUSIC, a New York general partnership, ) MAGISTRATE JUDGE Methvin

)

)

Plaintiffs, )

)

' )

JAMES VENTRESS LEWIS )

(AKA JAMES V. LEWIS, JR.), )

)

- )

Defendant. )

DECLARATION OF ELIZABETH HARDWICK
1, Elizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:

1. I am the Product Manager, Data Services for the MediaSentry Business Unit of

Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). I have personal knowledge of all of
the matters discussed in this Declaration except as where stated on information and belief. Asto
such facts, I believe them to be true.

2. MediaSentry is one of the principal providers of online anti-piracy services
Worldwide. It specializes in providing services to detect and prevent unauthorized distribution of
music, films, software, and other content on the internet.

3. MediaSentry has been engaged by the Recording Industry Association of America

(“RIAA”) on behalf of the Plaintiffs to assist them in locating individuals infringing their

copyrights over peer-to-peer networks én_d gathering evidence of their infringement. To perform

21304611 v1 '
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this task, MediaSentry searches peer-to-peer networks for individuals distributing infringing files

for download and gathers evidence concerning that infringement.

4, In gathering evidence of infringement, MediaSentry does not do anything that any

user of a peer-to-peer network cannot do and does not obtain any information that is not

available to anyone who logs onto a peer-to-peer network. Thus, when MediaSentry seafches for
sound recordings on the peer-to-peer network, views the files that each peer-to-peer user is
disseminating to others, obtains the IP address and screen name of each user, and downloads
copyrighted works distributed by each user, it is using functionalities that are built into the peer-
‘.c.b-i)ee.l.‘ pr.otoéo.l.s.that eéch usér haé .chc.)sen.to use to ﬁpioad (or.dist.r.i‘t.)ute.) a.lnd. dbwnlodd (of o
cOpY) music.

5. - MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading™) files that appear to be digital copies of sound recordings whose copyrights are
owned by the RIAA’s member re;:ord companies. When MediaSentry finds such a file, it may
download the file. As part of that downloading process, MediaSentry, like any other peer-to-
peer user, receives basic information about the user from whom the work is beihg downloaded.
| That information includes, among other things, the Internet Protocol (“IP”) addresé of the user. .
6. Once connected to the user’s computer, MediaSentry also seeks to detgrmine what

 other files the individual is distributing to others for download. KaZaA and other file-copying

_programs permit users to share all of the files in their shared folders, and they may:contain a
 feature that permits users to browse the entire shared folder of another user. When available,

- MediaSentry invokes this feature of a peer-to-peer program, just as any other user could do, and

is able to determine whether the individual user is merely distributing one or two music files or

whether the user is distributing hundreds or even thousands of music files.

#1304.6!l_v1 | | ) o | | - | o | _ ..; SN 0041



7. Again using a feature of the peer-to-peer software available to any user,

' MediaSentry can then capture a list of all of the files that the user is distributing to others for
download. MediaSentry collects this information in two forms. First, MediaSentry takes screen
shots, which are-actual pictures of the screens that MediaSentry or any other user of the peer-to-
peer network can see when reviewing the files being distributed. Second, MediaSentry captures
aé. a text file all of the contents of the user’s shared directory, such as the names of each file and
the size of each file, as well as additional informatioﬁ (called “metadata™) about each file.
Metadata may include a wide range of information about a file, Metadata, for example, can

-.i.ﬁclﬁ.dé i.nfo.l.‘métioﬁ .s.uch. as -id.enti.ﬁcaﬁ.(.)n of the. pérsoﬁ .or. grouﬁ thaf oﬁginaily éoi)ied .thé. ﬁie
and began disseminating it unlawfully. MediaSentry does nothing to create this text file; it exists
on the user’s hard drive and is distributed by the user to anyone to whom the user distributes
files. |

8. MediaSentry’s process for identifying potential infringers and gathering evidence
of infringement has multiple fail-safes to ensure that the information gathered is accurate.

MediaSentry takes numerous steps to check and double-check the IP address of the potential

[infringer.

0. MediaSentry followed the procedures outlined above with respect to the evidence

that it gathered in this case. Specifically, on June 13, 2005, at approximately 9:41 p.m.,

.'MediaSentry detected the username “LilJames@KaZaA” logged into the KaZaA file-sharing

service at IP address 68.191.83.124. Attached as Exhibit B to Plaintiffs’ Complaint is a true and

correct copy of a compilation of screen shots captured by MediaSentry on June 13, 2005

- showing the list of files, including digital music files, that the computer connected to KaZaA

with the IP address of 68.191.83.124 was distributing, for free, under the username

“LilJ ames@KaZaA” to others for download. MediaSentry also downloaded a sampling of the

. S , _
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sound recordings that this individual was distributing to other users. A list of five such sound
recordings downloaded by MediaSentry from the KaZaA user LilJames@KaZaA connected to
the Internet at IP address 68.191.83.124 on June 13, 2005, at approximately 9:41 p.m. is attached
as Exhibit A to Plaintiffs’ Complaint.

I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct.

Executed this 24th day of January, 2008.

W#Wcéz

Elizabeth Hardwick
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

. ) ~
CAPITOL RECORDS, INC. et al., )
Plaintiffs, ) Civ. Act. No. 03-cv-11661-NG
) (LEAD DOCKET NUMBER)
V. )
)
NOOR ALAUJAN, )
Defendant, )}
)
)
SONY BMG MUSIC ENTERTAINMENT )
. etal, Plaintiffs, ) Civ. Act. No 07-cv-11446-NG
) (ORIGINAL DOCKET NUMBER)
V. ) -
JOEL TENENBAUM, )
)
Defendants. )
)

DECLARATION OF ELIZABETH HARDWICK

I, Elizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:
L. I am the Product Manager, Data Services for the MediaSentry Business Unit of
Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). Ihave personal knowledge of all of

the matters discussed in this Declaration except'as where stated on information and belief. As to

such facts, I believe them to be true. ' ' ;

2. MediaSentry is one of the principal providers of online anti-piracy services
-worldwide. It specializes in providing services to detect and prevent unauthorized distribution of

" music, films, software, and other content on the Internet.

#1298808 V1
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3. MediaSentry has been engaged by the Recording Industry Association of America

(“RIAA™) on behalf of the Plaintiffs to assisf them in locating individuals infringing their

- copyrights over peer-to-peer networks and gathering evidence of their infringement. To perform
this task, MediaSentry searches peer-to-peer networks for individuals distributing infringing files
for download and gathers evidence concerning that infringement.

4, In gathering evidence of infringement, MediaSentry does not do anything that any
user of a peer-to-peer network cannot do and does not obtain any information that is not
available to anyone who logs onto a peer-to-peer network. Thus, when MediaSentry searches for
. édux.l.dmrec.ofdiﬁg.s bn th_e. péef—to-péer né.two.rk,.vi.ews the'.ﬁles fhaf each peer—to-pec;r ﬁsér is N
disseminating to others, obtains the IP address and screen name of each user, and downloads
copyrighted works distributed by each user, it is using functionalities that are built into the peer-
to-peer protocols that each user has chosen to use to upload (or distribute) and download (or
- copy) music.

5. MediaSentry searches peer-to-peer networks, looking for users distributing
| .“uploading”) files that appear to be digital copies of sound recordings whose copyrights are
owned by the RIAA’s member record companies. When MediaSentry finds such a file, it may
download the file. As part of that downloading process, MediaSentry, like any other peer-to-
.peer user, receives basic information about the user from whom the work is being downloaded.

That information includes, among other things, the Internet Protocol (“IP”) address of the user.

6. Once connected to the user’s computer MediaSentry also seeks to determine what
other files the individual is distributing to others for download. KaZaA and other file-copying
programs permit users to share all of the files in their shared folders, and they may contain a

feature that permits users to browse the entire shared folder of another user. When available,

#1293808 v1 o S - ' ' | L SN 0045'



MediaSentry invokes this feature of a peer-to~peer program, just as any other user could do, and
is able to determine whether the individual user is merely distributing one or tWo music files or
whether the user is distributing hundreds or even thousands of music files.
| 7. Again using a feature of the peer-to-peer software available to any user,
. MediaSentry can then capture a list of all of the files that the user is distributing to others for
~ download. MediaSentry collects this information in two forms. First, MediaSentry takes screen
shots, which are actual pictures of the screens that MediaSentry or any other user of the peer-to-
peer network can see when reviewing the files being distributed. Second, MediaSentry captures
| mé.é.a text ﬁle aiI of thé éonteﬁt"s of the ﬁéer’s shared t.:‘lirectory,”suci.l.as the names of éach ﬁleand |
the size of each file, as well as additional information (called “metadata™) about each file.
Metadata may include a wide range of information about a file. Metadata, for example, can
include information such as identification of the person or group that originally copied the file
and began disseminating it unlawfully. MediaSentry does nothing to create this text file; it exists
: on the user’s hard drive and is distributed by the user to anyone to whom the user distributes
files.

8. MediaSentry’s process for identifying potential infringers and gathering evidence
of infringement has multiple fail-safes to ensure that the information gathered is accurate.

MediaSentry takes numerous steps to check and double-check the IP address of the potential

infringer.

9. MediaSentry followed the procedures outlined above with respect to the evidence
that it gathered in this case. Specifically, on August 10, 2004, at approximately 12:49 A M.
EDT, MediaSentry detected the username “sublimeguyl14@KaZaA” logged into the KaZaA file-

sharing service at IP address 68.227.185.38. Attached as Exhibit B to Plaintiffs’ Complaint is a

#1298808 v - ' . _ - ' - SN0046



true and correct copy of a compilation of screen shots captured by MediaSentry on
August 10, 2004 showing the list of files that the computer connected to KaZaA with the IP
address of 68.227.185.38 was distributing 816 audio files under the username
~ “sublimeguyl4@KaZaA” to others for download.

10.  Exhibit B indicates that the KaZaA user was “not sharing any files.” This
indicated that MediaSentry’s investigator was not sharing any files.

I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct.

© Executed this 2nd day of January, 2008.

W/’/“ché/

Ehzabéth Hardwick
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF NEW YORK

ATLANTIC RECORDING CORPORATION, a Delawar

corporation; CAPITOL RECORDS, INC., a Delaware

corporation; VIRGIN RECORDS AMERICA, INC., a

California corporation; INTERSCOPE RECORDS, a Case No.: 6:07-cv-06139-DGL
California general partnership; UMG RECORDINGS, :

INC., a Delaware corporation; BMG MUSIC, a New Yor

general partnership; SONY BMG MUSIC

ENTERTAINMENT, a Delaware general partnership; an

ARISTA RECORDS LLC, a Delaware limited liability

company,
| Plaintiffs,
JEFF DANGLER,

Defendant.

DECLARATION OF ELIZABETH HARDWICK

I, EIizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:

1. I am the Product Manager, Data Services for the MediaSentry Business Unit of
Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). I have personal knowledge of all of
the matters discussed in this Declaration except as where stated on information and belief, As to
- such facts, I believe them to be true.

2. MediaSentry is one of the principal providers of online anti-piracy services

 worldwide. It specializes in providing services to detect and prevent unauthorized distribution of

- music, films, software, and other content on the Internet.

3. MediaSentry has been engaged by the Recording Industry Association of America
| (“RIAA”) on behalf of the Plaintiffs to assist them in locating individuals infringing their

copyrights over peer-to-peer networks and gathering evidence of their infringement. To perform
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this task, MediaSentry searches peer-to-peer networks for individuals distributing infringing files
for downlbad and gathers evidence concerning that infringement.

4, In gathering evidence of infringement, MediaSentry does not do anything that any
- user of a peer-to-peer network cannot do and does not obtain any information that is not
available to anyone who logs onto a peer-to-peer network. Thus, when MediaSentry searches for
sound recordings on the peer-to-peer network, views the files that each peer-to-peer user is |
disseminating to others, obtains the IP address and screen name of each user, and downloads
copyrighted works distributed by each user, it is using functionalities that are built into the peer-
B lto-peer protocols that eé.ch user has .C-IIIOSGII to use td upload (or diétxibufe) andﬂdo.v.vnload (or o
copy) music.

5. MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading”) files that appear to be digital copies of sound recordings whose copyrights are
owned by the RIAA’s member record companies. When MediaSentry finds such a file, it may
download the file. As part of that downloading process, MediaSentry, like any other peer-to-
peer user, receives basic information about the user from whom the work is being downloaded.

That information includes, among other things, the Internet Protocol (“TP”) address of the user.

6. Once connected to the user’s computer, MediaSentry also seeks to determine what
other files the individual is distributing to others for download. KaZaA and other file-copying

programs permit users to share all of the files in their shared folders, and they may contain a

-feature that permits users to browse the entire shared folder of another user. When available,
 MediaSentry invokes this feature of a peer-to-peer program, just as any other user could do, and
is able to determine whether the individual user is merely distributing one or two music files or

whether the user is distributing hundreds or even thousands of music files.
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7. Again using a feature of the peer-to-peer software available to any user,
MediaSentry can then capture a list of all of the files that the user is distributing to others for
download. MediaSentry collects this information in two forms. First, MediaSentry takes screen
 shots, which are actual pictures of the screens that MediaSentry or any other user of the peer-to-.
peer network can see when reviewing the files being distributed. Second, MediaSentry captures
- as atext file all of the contents of the user’s shared directory, such as the names of each file and
the size of each file, as well as additional information (called “metadata’) about each file.
Metadata may include a wide range of information about a file. Metadata, for example, can
' include information such“ aS identiﬁcétion of -.thé perédn 61' gfdﬁp ﬂiat originally copied 1.the file
‘and began disseminating it unfawfully. MediaSentry does nothing to create this text file; it exists

on the user’s hard drive and is distributed by the user to anyone to whom the user distributes
files.

8. MediaSentry’s process for identifying potential infringers and gathering evidence
of infringement has multiple fail-safes to ensure that the information gathered is accurate.
MediaSentry takes numerous -stéps to check and double-check the IP address of the potential
infringer to prevent misidentification.

9. MediaSentry followed the procedures outlined above with respect to the evidence
. that it gathered in this case. Specifically, on August 24, 2005, at approximately 6:26 p.m.,
MediaSentry detected the username “heavyjeffmc@KaZaA” logged into the KaZaA file-sharing
“service at IP address 172.139.93.233. Attached as Exhibit B to Plaintiffs’ Complaint is a true
and correct copy of a compilation of screen shots captured by MediaSentry on August 24, 2005

~ showing the list of files, including digital music files, that the computer connected to KaZaA

with the IP address of 172.139.93.233 was distributing, for free, under the username
 “heavyjeffmc@KaZaA” to others for download. MediaSentry also downloaded a sampling of

3
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the sound recordings that this individual was distributing to other users. A list of eight such
sound recordings downloaded by MediaSentry from the KaZaA user heavyjeffmc@KaZaA
~ connected to the Internet at IP address 172.139.93.233 on August 24, 2005, at approxiinately
6:26 p.m. is attached as Exhibit A to Plaintiffs’ Complaint.
I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct.
Executed this 2nd day of November, 2007.

Elizabeth Hardwick

. #1287401 vl
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF TEXAS

FORT WORTH DIVISION
SONY BMG MUSIC ENTERTAINMENT, §
etal., §
§
Plaintiffs, §
§
Vs. _ §  CIVIL ACTION NO. 4:06-cv-564-Y
§
VONDA BLUME, §
§
Defendant. §

§
DECLARATION OF ELIZABETH HARDWICK

- I, Elizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:

1. I am the Product Manager, Data Services for the MediaSentry Business Unit of
Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). 1 have personal knowledge of all of
the matters discussed in this Declaration except as where stated on information and belief. Asto
_such facts, I believe them to be true.

2. MediaSentry is one of the principal providers of online anti-piracy services
worldwide. It specializes in providing services to detect and prevent unauthorized distribution of
music, films, software, and other content on the Internet.
| 3. MediaSentry has been engaged by the Recording Industry Association éf America
(*RIAA”) on behalf of the Plaintiffs to assist them in locating individuals infringing their
copyrights over peer-to-peer networks and gathering evidence of their infringement. To perforrﬁ
tﬁ_is task, MediaSentry searches peer-to-peer networks for individuals distributing infringing files
for download and gathers evidence concerning that infringement.

4. In gathering evidence of infringement, MediaSentry does not do anything that any

user of a peer-to-peer network cannot do and does not obtain any information that is not

#1263604 v1
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- other files the individual is distributing to others for download. KaZaA and other file-copying

available to anyone who logs onto a peer-to-peer network. Thlis, when MediaSentry searches for
sound recordings on the peer-to-peer network, views the files that each peer-to-peer user is
disseminating to others, obtains the [P address and screen name of each user, and downloads
- copyrighted works distributed by each user, it is using ﬁmcﬁona.lities that are built into the peer-
fo-peer protocols that each user has chosen to use to upload (or distribute) and download (or
éopy) music,

5. MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading™) files that appear to be digital copies of sound recordings whose copyrights are
E ”(.)wned by the RIAA’S member record.companies. When MediaSe.ntry.ﬁnds such. a file, it may |
download the file. As part of that downloading process, MediaSentry, like any other peer-to-
peer user, receives basic information about the user from whom the work is being downloaded.
That information includes, among other things, the Internet Protocol (“IP”) address of the user.

6. Once connected to the user’s computer MediaSentry also seeks to determine what

programs permit users to share all of the files in their shared folders, and they may contain a
feature that permits users to browse the entire shared folder of another user. When available,
MediaSentry invokes this feature of a peer-to-peer program, just as any other user could do, and

is able to determine whether the individual user is merely distributing one or two music files or

whether the user is distributing hundreds or even thousands of music files.

7. Again using a feature of the peer-to-peer software available to any user,
MediaSentry can then capture a list of all of the files that the user is distributing to others for
download. MediaSentry collects this iﬁformation in two forms. First, MediaSentry takes screen
shots, which are actual pictures of the screens that MediaSentry or any other user 6f the peer-to-
peer network can see when reviewing the files being distributed. Second, MediaSentry captures

2
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as a text file all of the contents of the user’s shared directory, such as the names of each file and
the size of each file, as well as additional information (called “metadata™) about each file.
Metadata may include a wide range of information about a file. Metadata, for example, can
include information such as identification of the person or group that originally copied the file
and began disseminating it unlawfully. MediaSentry does nothing to create this text file; it exists |
on the user’s hard drive. |

8. MediaSentry’s process for identifying potential infringers and gathering evidence
of infringement has muItiplé fail-safes to ensure that the information gathered is accurate.
.MediaSentry takes nﬁxﬁerous steps to check and .doﬁble,.—check the IP address of the potential
infringer to prevent misidentification.

9. MediaSentry followed the procedures outlined above with respect to the evidence
that it gathered in this case. Speciﬁcally, on May 17, 2004, at approximately 3:21 A.M. EDT,
MediaSentry detected the nsername “blume361 I@KaZaA”.Iogged into the KaZaA file-sharing
network at IP address 209.30.43.77. Attached as Exhibit B to Plaintiffs> Complaint (Doc. Nos.
2-8) is a true and correct copy of a compilation of screen shots captured by MediaSentry on May
17, 2004 showing the list of files that the computer connected to KaZaA with the IP address of

209.30.43.77 was distributing 1469 music files under the username “blume3611@KaZaA” to

rothers for download.

I declare under penalty of petjury under the laws of the United States of America that the

foregoing is true and correct.
Executed this _19 th day of July 2007.

W/’}LQWQL

Ellzabefh Hardwick
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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS

AUSTIN DIVISION
BMG MUSIC, et al., §
- §
Plaintiffs, § .
Vs g CIVIL ACTION NO. 1:07-cv-00097-SS-RP
§
TEAL SHALEK, §
§
Defendant. §

DECLARATION OF ELIZABETH HARDWICK

| .I,.Eliz.abetl.l.Hardwick, pursuant .to 28 U.S.C. § 1746,”declare”as follows: |
1. I am the Product Manager, Data Services for the MediaSentry Business Unit of
Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). 1 have personal knowledge of all of
the matters discussed in this Declaration except as where stated on information and belief. As to
.such facts, I believe them to be true.
2. MediaSentry is one of the principal providers of online anti-piracy services
- worldwide. It specializes in providing services to detect and prevent unauthorized distribution of
inusic, films, software, and other content on the Internet.
3. MediaSentry has been engaged by the Recording Industry Association of America
| (“RIAA”) on behalf of the Plaintiffs to assist them in locating individuals infringing their
copyrights over peer-to-peer networks and gathering evidence of their infringement. To perform
this task, MediaSentry searches peer-to-peer networks for individuals distributing infringing ﬁles
~for download and gathers evidence concerning that infringement. |
| 4 In gathering evidence of infringement, MediaSentry does not do anything that any
user of a peer-to-peer network cannot do and does not obtain any information that is not

available to anyone who logs onto a peer-to-peer network. Thus, when MediaSentry searches for
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-sound recordings on the peer-to-peer network, views the files that each peer-to-peer user is
disseminating to oth.efs, obtains the IP address and screen name of each user, and downloads

| copyrighted works distributed by each user, it is using functionalities that are built into the peer-
to-peer protocols that each user has chosen to use to upload (or distribute) and download (or -
copy) music.

5. MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading™) files that appear to be digital copies of sound recordings whose copyrights are
owned by the RIAA’s member record companies. When MediaSentry finds such a file, it may

| dé%load the ﬁle. As part.of that downloadiﬁg process, MediaSentry, like aﬁy dther .peer-to-
peer user, receives basic information about the user from whom the work is being downloaded.
That information includes, among other things, the Internet Protocol (“IP”) address of the user.
6. Once connected to the user’s computer MediaSentry also seeks to determine what
~other files the individual is distributing to others for download. KaZaA and other file-copying
- programs penmit users to share all of the files in their shared folders, and they may contain a
| feature that permits users to browse the entire shared folder of another user. When available,
MediaSentry invokes this feature of a peer-to-peer program, just as any other user could do, and
~ is able to determine whether the individual user is merely distributing one or two music files or
whether the user is distributing hundreds or even thousands of music files.
7. Again using a feature of the peer-to-peer software available to any user,
MediaSentry can then éapture a list of all of the files that the user is distributing to others for
-~ download. MediaSentry collects this information in two forms. First, MediaSentry takes screen
shots, Which are actual pictures of the screens that MediaSentry or any other user of the peer-to-
peer network can see when reviewing the files being distributed. Second, MediaSentry captures

as a text file all of the contents of the user’s shared directory, such as the names of each file and

2
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the size of each file, as well as additional information (called “metadata”) about each file.
Metadata may include a wide range of information aboutr a file. Metadata, for example, can
include information such as identification of the person or group that originally copied the file
and began disseminating it unlawfully. MediaSentry does nothing to create this text file; it exists
on the user’s hard drive and is distributed by the user to anyone to whom the user distributes
files.

8. MediaSentry’s process for identifying potential infringers and gathering evidence
of infringement has multiple fail-safes to ensure that the information gathered is accurate.
” 'MediaSentry takes numerous steps to check and double-cheék the IP .address of the potential
infringer to prevent misidentification.

9. - MediaSentry followed the procedures outlined above with respect to the evidence
that it gathered in this case. Specifically, on June 10, 2004, at approximately 3:40 A.M. EDT,
'MediaSentry detected the username “leighpers@KaZaA” logged into the KaZaA file-sharing
service at [P 'address 24.175.59.240. Attached as Exhibit B to Plaintiffs’ Complaint is a true and
correct copy of a compiiation of screen shots captured by MediaSentry on June 10, 2004
showing the list of files that the computer connected to KaZaA with the IP address of
24,175.59.240 was distributing 680 audio files under the username “leighpers@KaZaA” to
others for download.

I declare under penalty of bexjury under the laws of the United States of America that the
foregoing is true and correct.

Executed this 29th day of October 2007.

?32&%%%L~f%®wéwa%>

Elizabeth Hardwick
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Jonathan G. Fetterly (State Bar No. 228612)
HOLME ROBERTS & OWEN LLP

777 South Figueroa Street, Suite 2800

Los Angeles, CA 90017-5826

Telephone:  (213) 572-4300

Facsimile: (213) 572-4400

E-mail: jon.fetterly@hro.com

Attorney for Plaintiffs

VIRGIN RECORDS AMERICA, INC.; SONY
BMG MUSIC ENTERTAINMENT; ARISTA
RECORDS LLC; and MOTOWN RECORD

COMPANY, L.P.
UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA
VIRGIN RECORDS AMERICA, INC., a Case No.: 06-CV-0915 L (CAB)
California corporation; SONY BMG MUSIC
ENTERTAINMENT, a Delaware general Hon. James Lorenz
limited Hability company; and MOTOWN HARDWICK o
RECORD COMPANY, L.P., a California limited
partnership,
Plaintiffts,
V.
WENDY CANTOS,
Defendant.
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DECLARATION OF ELIZABETH HARDWICK
I, Elizabeth Hardwick, pursuant to 28 U.S.C. § 1746, declare as follows:

1. I am the Product Manager, Data Services for the MediaSentry Business Unit of

| Safenet, Inc., formerly MediaSentry, Inc. (“MediaSentry”). I have personal knowledge of all of the

matters discussed in this Declaration except as where stated on information and belief. As to such
facts, I believe them to be true.

2. MediaSentry is one of the principal providers of online anti-piracy services
worldwide. It specializes in providing services to detect and prevent unauthorized distribution of
music, films, software, and other content on the Internet.

3. MediaSentry has been engaged by the Recording Industry Association of America
(“RIAA”) on behalf of the Plaintiffs to assist them in locating individuals infringing their copyrights
over peer-to-peer networks and gathering evidence of their infringement. To perform this task,
MediaSentry searches peer-to-peer networks for individuals distributing infringing files .for
download and gathers evidence concerning that infringement.

4. In gathering evidence of infringement, MediaSentry does not do anything that any
user of a peer-to-peer network cannot do and does not obtain any information that is not available to
anyone who logs onfo a peer-to-peer network. Thus, when MediaSentry searches for sound
recordings on the peer-to-peer network, views the files that each peer-to-peer user is disseminating
to others, obtains the IP address and screen name of each user, and downloads copyrighted works
distributed by each user, it is using functionalities that are built into the peer-to-peer protocols that
each user has chosen to use to upload (or distribute) and download (or copy) music.

5. MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading™) files that appear to be digital copies of sound recordings whose copyrights are owned
By the RIAA’s member record companies. When MediaSentry finds such a file, it may download
the file. As part of that downloading process, MediaSentry, like any other peer-to-peer user,
receives basic information about the user from whom the work is being downloaded. That

information includes, among other things, the Internet Protocol (“IP”) address of the user.

1 . sNo0059




O 1 N B W R R

[T T RN T TR ' .
®» 3 & &5 R BN EBEBZS 55035 93022

6. Once connected to the user’s computer MediaSentry also seeks to determine what
other files the individual is distributing to others for download. KaZaA and other file-copying
programs permit users to share all of the files in théir shared folders, and they may contain a feature
that permits users to browse the enti_{e shared folder of another user. When available, MediaSentry
invokes this feature of a peer-to-peer program, just as any other user could do, and is able to
determine whether the individual user is merely distributing one or two music files or whether the
user is distributing hundreds or even thousands of music files.

7. Again using a feature of the peer-to-peer software available to any user, MediaSentry
can then capture a list of all of the files that the user is distributing to others for download.
MediaSentry collects this information in two forms. First, MediaSentry takes screen shots, which
are actual pictures of the screens that MediaSentry or any other user of the peer-to-peer network can
see when reviewing the files being distributed. Second, MediaSentry captures as a text file all of the
contents of the user’s shared directory, such as the names of each file and the size of each file, as
well as additional information (called “metadata™) about cach file. Metadata may include a wide
range of information about a file. Metadata, for example, can include information such as
identification of the person or group that originally copied the file and began disseminating it
unlawfully. MediaSentry does nothing to create this text file; it exists on the user’s hard drive and is
distributed by the user to anyone to whom the user distributes files.

8. MediaSentry’s process for identifying potential infringers and gathering evidence of
infringement has multiple fail-safes to ensure that the information gathered is accurate. MediaSentry
takes numerous steps to check and double-check the IP address of the potential infringer to prevent
misidentification.

0. MediaSentry followed the procedures outlined above with respect to the evidence that
it gathered in this case. Specifically, on October 6, 2004, at approximately 1:31 AM. EDT,
MediaSentry detected the username “tequilaworm@KaZaA” logged into the KaZaA file-sharing
service at IP address 68.6.205.97. Attached as Exhibit B to Plaintiffs’ Complaint is a true and

correct copy of a compilation of screen shots captured by MediaSentry on October 6, 2004 showing
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the list of files that the computer connected to KaZaA with the IP address of 68.6.205.97 was
distributing 810 audio files under the username “tequilaworm@KaZaA” to others for download.
I declare under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct.

Executed this 17th day of December 2007.

Elizabeth Hardwick
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CUNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK
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LA

“ELEKTRA ENTERTAINMENT GROUP INC,, a Delaware -
'~ corporation; VIRGIN RECORDR AMERICA, INC., a
- Californiz corporation, UMG RECORDINGS, INC., - : [
i Delaware comporation; BMG Music, a New York general
partnership; and SONY BMG MUSIC ENTERTAINMENT, -
& Delaware general partnership,

Plaintifis, s Case No. 050V 2414 (CMIOMDI)
~€i-g§?e§m§f%
CUPATRICIA BANTANGELO,

i}ef:mdmtv.'

S %

DPECLARATION OF TOM MIZZONE
t, Tom Mizzone, ander penalty of petjury, hereby declare and say:
iy ;? arn the Divecter of the MediaSentry Product Development unit of Safenet, Ine., formerly
MediaSentry, Inc. *MediaSeniry™). T have personal knowledge of all of the matters discussed in
this Declaration,

2 - MediaSentry 13 one-of the principal providers of enline anti-piraey services worldwide, It

1L Ay

- specializes in priveiting services to detestand. nyévé;rii nnauthorized distribution of musie, films.
- software, ‘and other content on.the Itormet,
3 MedinSentry has been engaged by the Recording Industry Associntion of émerica
(“RIAA™) on behalf of the Plaintifis to assist them in locating individusis infringing their
copyrights over peer-to-peer networks and gathering evidence of their infringement. Inmy role
- ey MediaSentry, | have detailed knowledge of the process MediaSentry uses to collect sush

evidence.

R 1 e
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: 4, T this case, MediaSeniry detected the nsemames “laxaitack $3 7@ eshare”™ and
“mich862 ] ffileshare” logged into the IMesh fle-sharing network from the IF address
éé.é:i.i&liﬁ OR RUmerous separate occasions. In response to those detections, MediaSentry sent
instant messages fo the computer at the 1P.address 24.45.38.130 between August 2003 and May

- 2004, Attached hereto as Exhibit 1 s strue and correct copy of a log of the instant messages

- which MediaSentry sent to the 1¥ address 24.45.58.150, 2s well as a truw and correet copy of the

{'if&:‘_ﬁ&pi message that was sent.

1 declare upder penglty of perjury under the haws of the United States that the foregoing is

i and comrect,

Executed this | 3.4k day of March 2007,

{"‘“}.
ST L7 Z rﬂ"‘”"'3
M % . - . »ﬂ,:?
Tom Mizzone




