UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF NEW YORK
—- - X

UNIVERSAL MUSIC GROUP, ET AL., : 05-CV-1095(DGT)(RML)

Plaintiffs,
-against-

MARIE LINDOR,

Defendant.

RESPONSES AND OBJECTIONS TO SUBPOENA DUCES TECUM
TO NON-PARTY SAFENET, INC.

Pursuant to Rule 45(¢)(2)(B) of the Federal Rules of Civil Procedure, non-party SafeNet,
Inc., (“SafeNet™) hereby objects to the Subpoena Duces Tecum, dated November 14, 2007,

directed to it by Defendant Marie Lindor (“Lindor™).

GENERAL OBJECTIONS

| 1. SafeNet objects to the Subpoena on the grounds that the Subpoena will subject it
to undue burden in contravention of Rule 45 (c)(3)(A)(iii) of the Federal Rules of Civil
‘Procedure, and that Lindor and her attorneys have not taken reasonable steps to avoid imposing
undue burden and expense on SafeNet as required under Rule 45(c)(1). The Sﬁbpoéna calls for
the production of voluminous documents concerning its most sensitive proprietary information
and contractual or business relationship information, none of which is related to this action. The
volume of documents requested by the Subpoena is enormous, and beyond the scope of the
underlying action. There is no justification to placing this substantial burden and expense on

SafeNet, a non-party in this procecding.




2. SafeNet objects to the Subpoena pursuant to Rule 45(c)(3)(B)(i) of the Federal
Rules of Civil Procedure because it requires disclosure of SafeNet’s trade secrets or other
confidential research, development, or commercial information. In addition, prior to the
disclosure of any privileged, protected, confidential, or proprietary information, SafeNet asserts
that the parties must have agreed to a Protective Order entered by the Court. Defendant has
refused to attempt to negotiate a mutually-acceptable Protective Order.

3. SafeNet objects to the Subpoena to the extent that it is overly broad, vague and
~-not reasonably calculated to lead to the production of relevant documents.

4, SafeNet objects to the Subpoena to the extent that it calls for the production of
documents subject to the attorney-client privilege, work product protection or any other
applicable privilege or statutory restriction.

5. SafeNet objects to the Subpoena on the grounds that it seeks documents and

information from SafeNet, a non-party, which could be obtained readily from parties to the

action.

6. SafeNet objects to the Subpoena to the extent that the Defendant has not agreed to
reimburse it for the reasonable costs incurred in producing, assembling and copying the

documents sought.

7. SafeNet objects to each Re'quest to the extent that fhey are duplicative, redundant,
vague, ambiguous, unintelligible, intended for the purposes of harassment, call for documents
already in the possession of defendants, or call for documents that are plainly available from
public sources or as equally available to defendants as SafeNet.

8. SafeNet objects to the definition of “Digital Data” as vague and ambiguous.




0. SafeNet does not waive any of its objections by providing a specific response or
by raising additional objections to any specific request for production. It incorporates each of
these general objections in each and every one of its responses set forth below.

10.  SafeNet’s investigation and search for documents responsive to the Requests is
ongoing. It will produce additional documents, if any, as they are located. Pursuant to FRCP
26(e), SafeNet reserves the right to supplement its responses and objections, if necessary, to

reflect additional information.

~11.- - SafeNet reserves the right to redact material that is irrelevant and non=responsive ¢

from any document otherwise to be produced.
12 SafeNet is prepared to discuss any of the objections herein or to attempt to narrow

the Requests so that they would not be objectionable.




Documents to produce

All documents relating to The Account, including but not limited to:

1. All documents relating fo (a) any investigative licenses, or other licenses having any
bearing on The Account, held by MediaSentry, Tom Mizzone (“Mizzone”), and/or any
person supervising Mizzone, and (b) the dates, times and locations of any services
performed by Mizzone or any other person employed or otherwise associated with
MediaSentry having any relationship to The Account.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is vague and ambiguous, and calls for the production of documents neither relevant nor
reasonably calculated to lead to the discovery of admissible evidence. Without waiving and

subject to the general and specific objections, SafeNet refers defendant to the documents

“attached as exhibits to her Subpoéiia, as per agreemeint with Her counsel.

2. (a) All documents sufficient to show all compensation received by MediaSentry from
January 1, 2003, to date from the RIAA affiliated companies for any purpose, (b) all
documents relating to the specific method, rates, and amounts of compensation applicable
t0 The Account, and (c) all documents relating to the scope of MediaSentry’s retention in
- connection with The Account, including any instructions, guidelines, goals, or parameters.

_ In addition to its General Objections, SafeNet objects to this Request on the grounds that

it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
documents neither relevant nor reasonably calculated to lead to the discovery of admissible
" evidence, calls for the production of documents which contain SafeNet and RIAA and its
member companies’ proprietary and/or confidential information, and calls for the production of
documents protected by the attorney-client privilege, work product doctrine or any other
applicable protection or privilege. Additionally, SafeNet objects to these requests as the Court
has already found them improper when previously directed to the Plaintiffs in this action.

3. All documents relating to communications of MediaSentry or Mizzone with
plaintiffs, plaintiffs’ counsel, Matthew J. Oppenheim (“Oppenheim”), the RIAA, and/or
Dr. Doug Jacobson, in connection with The Account.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it calls for the production of documents protected by the attorney-client privilege, work product
doctrine or any other applicable protection or privilege. Without waiving and subject to the
general and specific objections, SafeNet will produce all non-pr1v1leged documents responswe to

this request.




4. Transcripts of any testimony given, and copies of any declarations or affidavits
made, by Mizzone or any other MediaSentry representative in any p2p file sharing case in
the United States.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, is equally available to defendant as
SafeNet calls for the production of documents neither relevant nor reasonably calculated to lead
to the discovery of admissible evidence, calls for the production of documents which contain
SafeNet proprietary and/or confidential information and/or is covered by a Confidentiality or
Protective Order in another litigation.

5. All reports, memoranda, correspondence, notes and e-mails sent to, or received
from plaintiffs, their attorneys and/or the RIAA relating to or concerning The Account.

- In'addition to its General Objections, SafeNet objects to this Request on the grounds that

it is overly broad, unduly burdensome, and calls for the production of documents protected by
the attorney-client privilege and the work product doctrine. Without waiving and subject to the
general and specific objections, SafeNet refers defendant to the documents attached as exhibits to
her Subpoena, as per agreement with her counsel.

6. All documents containing, evidencing or otherwise concerning (a) methods and
procedures to be used and protocols to be followed for investigating, detecting and
monitoring the activity alleged in the complaint, including, but not limited to validation
methodology, testing procedures, failure rates and work flow methods, (b) procedures, if
any, followed by MediaSentry, during its investigation of the activity alleged in the
complaint, for mitigating the misidentification of IP addresses caused by IP address
spoofing, (c) procedures followed by MediaSentry, during its investigation of the activity
alleged in the complaint, for mitigating the effect and consequences of virus and malware
infections, and/or (d) procedures followed by MediaSentry, during its investigation of the
activity alleged in the complaint, for ensuring the validity and integrity of information
returned by superpeers.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it calls for the production of documents which contain SafeNet proprietary and/or confidential
information. Additionally, SafeNet objects to these requests as the Court has already found (b)
and (c) improper when previously directed to the Plaintiffs in this action.

7. All documents evidencing, reflecting, explaining, referring to or otherwise
concerning the setting, synchronization, and maintenance of clock time on the computers
and servers that MediaSentry used in the investigation and detection of the activity alleged
in the complaint. ' :




Without waiving and subject to the general and specific objections, SafeNet will produce
non-privileged documents responsive to this request.

8. All documents evidencing, reflecting, or otherwise concerning the amount of time
that MediaSentry and its employees and agents were engaged in investigating, detecting
and reporting the activity alleged in the complaint.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it calls for the production of documents which contain SafeNet proprietary and/or confidential
information. Without waiving and subject to the general and specific objections, SafeNet will
produce non-privileged documents responsive to this request

9. Complete digital copies of all packet logs of traffic sent to and from the

~ measurement infrastructure and the P2P network in connection with the investigation and
detection of the activity alleged in the complaint, including all packet logs of traffic sent to
and from the Kazaa bootstrap superpeer and Kazaa session superpeer.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is vague and ambiguous, specifically that “measurement infrastructure”, “bootstrap superpeer”,
and “session superpeer” are not defined by defendant. Without waiving and subject to the
general and specific objections, SafeNet refers defendant to the documents attached as exhibits to
her Subpoena, as per agreement with her counsel.

16.  All documents sufficient to identify the software(s), hardware systems and other
tools and devices that were used to detect and monitor the activity alleged in the complaint.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is vague and ambiguous, calls for the production of documents neither relevant nor reasonably
calculated to lead to the discovery of admissible evidence, and calls for the production of
documents which contain SafeNet proprietary and/or confidential information. |

11.  Digital copy of the source code of the software(s) used to detect and monitor the
activity alleged in the complaint.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, calls for the production of documents neither relevant nor
reasonably calculated to lead to the discovery of admissible evidence, calls for the production of
documents which contain SafeNet proprietary and/or confidential information, and calls for the
production of documents protected by the atl:orney-chent privilege, work product doctrlne or any
other applicable protectlon or privilege.




12. Manuals for the software(s) used to detect and monitor the activity alleged in the
complaint.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
documents neither relevant nor reasonably calculated to lead to the discovery of admissible
evidence, calls for the production of documents which contain SafeNet proprietary and/or
confidential information, and calls for the production of documents protected by the attorney-
client privilege, work product doctrine or any other applicable protection or privilege.

13.  Digital copies of all electronic files, including metadata, downloaded or accessed by
MediaSentry relating to The Account.

See Response to request number 1(b).

14.  Digital copies of the Kazaa or other peer to peer software program installed on the
compauters or servers that MediaSentry used in connection with its investigating, detecting
and monitoring the activity alleged in the complaint.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
- documents neither relevant nor reasonably calculated to lead to the discovery of admissible
evidence, calls for the production of documents which contain SafeNet proprietary and/or
- confidential information, and calls for the production of documents protected by the attorney-
client privilege, work product doctrine or any other applicable protection or privilege.

15. (A) All documents identifying, evidencing, reflecting or otherwise concerning the
software that was used to generate the data in Exhibit A. (B) All documents identifying,
evidencing or otherwise concerning (i) the natural person or persons, if any, who
generated, or caused to be generated, Exhibit A hereto, and/or (ii) the hardware used to
generate, or cause to be generated, said exhibit. (C) Digital copy of the .txt file from which
Exhibit A was printed. (D) Digital copies of all files whose data was used in the creation of,

or incorporated into, said .txt file.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
documents neither relevant nor reasonably calculated to lead to the discovery of admissible
evidence, calls for the production of documents which contain SafeNet proprietary and/or
confidential information, and calls for the production of documents protected by the attorney-
client privilege, work product doctrine or any other applicable protection or privilege. Without
waiving and subject to the general and specific objections, SafeNet will produce non-privileged
documents that are responsive to subpart {C) of this request by reference to the documents
attached as exhibits to her Subpoena, as per agreement with her counsel.




16.  (A) All documents identifying, evidencing, reflecting or otherwise concerning the
software that was used to generate the data in Exhibit B. (B) All documents identifying,
-evidencing or otherwise concerning (i) the natural person or persons, if any, who
generated, or caused to be generated, the document annexed hereto as Exhibit B, and/or (ii)
the hardware used to gencrate, or cause to be generated, said exhibit. (C) Digital copy of
the .txt file from which Exhibit B was printed. (D) Digital copies of all files whose data was
used in the creation of, or incorporated into, said .txt file. (E) A printout of the .txt file
from which Exhibit B was printed, which sets forth all of the data in said file, including text
that was cut off on the right margin of Exhibit B. (F) All documents identifying, evidencing,
reflecting or otherwise concerning (i) “Rule Name: Hubcap” as referred to on the second
line of page 1 of Exhibit B, (ii) “agent ID 194" as referred to on the fourth line of page 1 of
Exhibit B, and/or (iii) “Scanner Name: DAYSC17" as referred to on the fourth line of page
1 of Exhibit B. (G) Digital copies of the eleven (11) files allegedly downloaded on 8/7/2004
from 6:41:26 AM to 7:08:33 AM, as set forth in Exhibit B. (H) Digital copies of the eleven
(11) files for which downloads were logged on 8/7/2004 from 7:09:40 AM to 7:09:43 AM, as
set forth in Exhibit B.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
documents neither relevant nor reasonably calculated to lead to the discovery of admissible
evidence, calls for the production of documents which contain SafeNet proprietary and/or
confidential information, and calls for the production of documents protected by the attorney-
client privilege, work product doctrine or any other applicable protection or privilege. Without
waiving and subject to the general and specific objections, SafeNet will produce non-privileged
~ documents that are responsive to subparts (C), (E), (G) and (H) of this request by reference to the
documents attached as exhibits to her Subpoena, as per agreement with her counsel.

17.  All documents identifying, evidencing, reflecting or otherwise concerning (A) the
software that was used to generate the data in Exhibit C, (B) the algorithm and procedures

~used to generate the data in Exhibit C, (C) the natural person or persons who generated,
or caused to be generated, Exhibit C and the digital version of same.

See the responses to requests numbered 11 and 15. _

18.  (A) Digital copy of the .txt file from which Exhibit C was printed. (B) Digital copies
of all files whose data was used in the creation of, or incorporated into, said .txt file. (C) All
documents defining or containing the definition of the term “Distinct Matches” as used in
Exhibit C. (D) All documents reflecting, evidencing or otherwise concerning how the .txt

_ file in Exhibit C came to be named “Lindor Marie-UserLog-6190165.txt”. (E) All
documents identifying, evidencing or otherwise concerning the person or persons who
named the .txt file, from which the document annexed hereto as Exhibit C was printed,




“Lindor Marie-UserLog-6190165.txt”. (F) All documents reflecting, evidencing or
otherwise concerning how the IP address 141.155.57.198 came to be included in the .txt file

from which Exhibit C was printed.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
documents neither relevant nor reasonably calculated to lead to the discovery of admissible
evidence, and calls for the production of documents which contain SafeNet proprietary and/or
confidential information. Without waiving and subject to the general and specific objections,
SafeNet will produce non-privileged documents that are responsive to subparts (A), (C), and (D)

- by reference to the documents attached as exhibits to her Subpoena, as per agreement with her

counsel.

19. Digital copies of the file(s) from which the document annexed hereto as Exhibit D
“was printed, _ ) Sandahand e T i

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it calls for the production of documents which contain SafeNet proprietary and/or confidential
information.

20.  All other screenshots, user activity logs, and reports ever generated by MediaSentry
‘in connection with The Account.

Without waiving and subject to the general and specific objections, SafeNet will produce
non-privileged documents that are responsive to this request by reference to the documents
attached as exhibits to her Subpoena, as per agreement with her counsel.

21.  All documents identifying, evidencing, reflecting or otherwise concerning (A) the
software that was used to generate the data in Exhibit E, (B) the algorithm and procedures
used to generate the data in Exhibit E, and (C) the natural person or persons who
generated exhibit E, or caused it to be generated.

See response to request number 17.

22.  (A) Digital copy of the .txt file from which Exhibit E was printed. (B) Digital copies
of all files whose data was used in the creation of, or incorporated into, said .txt file. (C) All
documents defining or containing the definition of the term “Distinct Matches” as used in
Exhibit E. (D) All documents reflecting, evidencing or otherwise concerning (i) how the .txt
file, from which Exhibit E was printed, came to be named “Lindor Marie-
UserLog(Compressed)-6190165.txt”, (ii) the natural person or persons who named the .txt
file, from which Exhibit E was printed, “Lindor Marie-UserLog(Compressed)-
6190165.txt”, (iii) how the IP address 141.155.57.198 came to be included in the .txt file
from which Exhibit E was printed. (E) All documents identifying, evidencing, referring to,




or otherwise concerning the natural person at MediaSentry who on August 7, 2004 at 6:15
a.m. “detected an individual who was engaged in the distribution of Plaintiff’s copyrighted
sound recordings using the screen name jrlindor@kazaa and Internet Protocol ("IP")
address 141.155.57.198,” as alleged on page 5 of Exhibit F. In the event no such documents
are produced indicate whether it is because the documents are unavailable, or whether it is
because there was no ‘detection of an individual’

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is overly broad, unduly burdensome, vague and ambiguous, calls for the production of
documents neither relevant nor reasonably calculated to lead to the discovery of admissible
evidence, and calls for the production of documents which contain SafeNet proprietary and/or
confidential information. Without waiving and subject to the general and specific objections,
SafeNet will produce non-privileged documents that are responsive to subparts (A), (C), and
(D)(i) by reference to the documents attached as exhibits to her Subpoena, as per agreement with
-~ her cotmsel. S e _ Sl A N o

23.  Curriculum vitae and other documents representing, evidencing or otherwise
concerning the technical background and experience of the natural person(s) referred to
above, and any other persons who will or may testify at the trial of this action, who are
employees or agents of MediaSentry.

In addition to its General Objections, SafeNet objects to this Request on the grounds that
it is vague and ambiguous and calls for the production of documents which contain SafeNet
proprietary and/or confidential information.

24.  All documents identifying, evidencing, referring to, or otherwise concerning the
natural person or persons, if any, at MediaSentry who listened to downloaded files with
respect to The Account for the purpose of determining the nature and content of such files.

There are no such documents.

25.  All documents identifying, evidencing, referring to, or otherwise concerning the
date, time and location that downloaded files with respect to The Account were listened to.

SafeNet objects to this Request on the grounds that it is unintelligible as written.

26.  All memoranda, notes, emails, reports, correspondence and other docaments
written, ereated or prepared by the natural person(s) referred to above concerning The
Account.

_ In addition to its General Objections, SafeNet objects to this Request on the grounds that
it calls for the production of documents protected by the attorney-client privilege, work product
doctrine or any other applicable protection or privilege. Without waiving and subject to the




general and specific objections, SafeNet will produce non-privileged documents responsive to
this request by reference to the documents attached as exhibits to her Subpoena, as per agreement
with her counsel.

27.  All documents relating to any attempts by MediaSentry, or any other person or
entity, to verify the accuracy of Verizon’s subpoena response, and all documents relating to
the accuracy and/or synchronization of server clocks and logging instruments at Verizon,

- and the actual DHCP logs for that day.

There are no such documents in SafeNet’s possession.
28.  All documents relating to any attempts by MediaSentry, or any other person or
entity, to verify that any person was using an “online media distribution system” through
defendant’s internet access account after August 7, 2004.

There are no such documents in SafeNet’s possession.
29.  All contracts and agreements between MediaSentry and the Recording Industry
Association of America, Inc. (“RIAA”) or between MediaSentry and any of the RIAA’s
affiliated companies, including plaintiffs, relating to The Account.

Defendant has withdrawn this request
- Dated: New York, New York
January 25, 2008

LAW OFFICES OF THOMAS M. MULLANEY

Suite 2500

New York, NY 10017
Attorneys for SafeNet, Inc.
(212) 223-0800

(212) 661-9860 (facsimile)




UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

X
UMG RECORDINGS, INC., et al., : 05 CV 1095 (DGT)(RML)
Plaintiffs,
- against
MARIE LINDCR,
Defendant
X

- copyrights over peer-to-peer networks and gathering evidence of their infringement. To perform

'DECLARATION OF TOM MIZZONE IN OPPOSITION TO
DEFENDANT’S MOTION IN LIMINE

I, TOM MIZZONE, declare:

1. I am the Director of the MediaSentry Product Development unit of .Safenet, Inc.,
forfnerly MediaSentry, Inc. (“MediaSentry”). 1 have persénal knowledge of all of the matte;s
discussed in this Declaration except as where stated on informatiog and belief. As to such facts,
I believe them to be true.

2. MediaSentry is one of the principal providers of 6nline anti-piracy services

worldwide. It specializes in providing services to detect and prevent unauthorized distribution of

music, films, software, and other content on the Internet,
3. MediaSentry has been engaged by the Recording Industry Association of America

-‘ (“RIAA™) on behalf of the. Plaintiffs to assist them in locating individuals infringing their

this task, MediaSentry searches peer-to-peer networks for individuals distributing infringing files

for download and gathers evidence concerning that infringement.
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4. In gathering evidence of infringement, MediaSentry does not do anything that any
user of a peer-to-peer network c@ét do and does not obtain any information that is not
available to anyone who logs onto a peer-to-peer network. Thus, when 'MediaSeﬁtry searches for .
sound recordings on the peer-to-peer network, views the files that each peer-to-peer user is
disseminating to others, obtains the IP address and screen name of each user, and downloads
copyrighted works distributed by each user, it is using functionalities that are built into the peer-

_ to-peer protocols that each user has chosen o use to upload (or distribute) and download (or
copy) music,

5. MediaSentry searches peer-to-peer networks, looking for users distributing
(“uploading”) files that appear to be digital copies of sound recordings whose copyrights are
owned by the RIAA’s member record compaﬁies. When MediaSentry ﬁndé such a file, it may
.download the file. As part of that downloading process, MediaSentry, like any other peer-to-
peer user, receives basic information about the user from whom the work is being downloaded.
That information includes, among other things, the Internet Protocol (“IP”) address of the user.

6. | Once connected to the user’s computer MediaSentry also seeks to determine what

other files the individual is distributing to others for download. KaZaA and other file-copying

programs permit users to share all of the files in their shared folders, and they may contain a
feature that permits users to browse the entire shared folder of another user. When available,
MediaSentry invokes this feature of a peer-to-peer program, just as any other user could do, and
is able to determine whether the individual user is merely distributing one or two music files or

-whether the user is distributing hundreds or even thousa.nds of music files.
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7. Again using a feature of the peer-to-peer software available to any user,
MediaSentry ;an then capture a list of all of the files that the user is distributing to others for N
download. MediaSentry collects this information in two forms. First, MediaSentry takes screen
shots, which are actual pictures of the screens that MediaSentry or any other user of the peer-to-
peer network can see when reviewing the files being distributed. Second, MédiaSentry captures
as a text file all of the contents of the user’s shared directory, such as the names of each file and

“ the size of ¢ach ﬂle, as”wcl.l as ad_di__ti(_)r_lal _i_nfpnngt_ign _(calle_d_ ‘fmgtadata”) abput each file.
Metadata may include a wide range of information about a file. Metadata, for example, can
include information such as identification of the person or group that originally copied the file
and began disseminating it unlawfully. MediaSentry does nothing to create this text file. it
exists on the user’s hard drive. |

8. Once MediaSentry has the list of files being distributed, it searches the list of files

for copyrighted works owned by the record companies, just as any other user could do. Once

MediaSentry has found a user disseminating files that appear to be copyrighted works owned by

the record compa_nies, MediaSentry downloads a sampling of these files, again, as any other
peer-to-peer user could do. |

9.. At the end of its evidence gathering with respect to any individual user,
MediaSentry has gathered substantial evidence, including (1) a sampling of individual audio files
that the individual is making available in his or her shared directory; (2) a user log identifying all
of the files that the individual was distributing for download, as well as metadata about each of
 the files being distributed; (3) screen shots of the user’s shared directory that show the files the

individual was distributing; and (4) the IP address, date, and time of the infringement, as well as
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the alias or username (when available) chosen by the individual when participating in the peer-
to-peer network. MediaSentry does nothing to créate any of this data. It exists on the user’s hard
drive. MediaSentry merely collects such data.

10.  MediaSentry’s process for identifying potential infringers and gathering evidence
of infringement has multiple fail-safes to ensure that the information gathered is accurate.
MediaSentry takes numerous steps to check and double-check the IP address of the potential

infringer to prevent misidentification.

1. MediéSentry followed the procedures outlined above with respect to the evidence
that it gathered in this case. Specifically, on August 7, 2004 at approximately 6:15 A.M. EDT,
MediaSentry detected the username “jrlindor@KaZaA” logged into the KaZaA file-sharing
network at IP address 141.155.57.198. Attached as Exhibit A is a true and correct copy of a
compilation of screen shots captured by MediaSentry on August 7, 2004 showing the list of files
that the computer connected to KaZaA with the IP address of 141.155.57.198 was distributing to
others for download. |

12. Cpnsistent with the pfocedures noted above, on August 7, 2004 at approximately
6:15 AM. EDT, MediaSentry downloaded a sampling of .MP3 “audio” files from the IP address
141 .155.57,19.8. A true and correct listing of the sampling of audio files that MediaSentry
downloaded is attached as Exhibit B. This list is a subset of the sound recordings found on the

.shared folder shown in Exhibit A. Exhibit C is also a subset of the sound récordings found on
the shared folder shown in Exhibit A, and it is true and correct.

13.  Exhibit D is a true a,nd correct copy of the SystemLog.txt file captured by

MediaSentry while connected to the computer that was connected to the Internet through IP
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address 141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT. MediaSentry did
not create this data. Rather, it was created aufomaticaﬂy when MediaSentry’s computer
communicated with the computer that was connected to the Internet through IP address
141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT.

14, Exhibit E is a true and correct copy of the UserLog (compressed) .txt file captured
by MediaSentry while connected to the computer that was connected to the Internet through IP

address 141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT. .

15.  Exhibit Fis a true and correct copy of the UserLog.txt file captured by
MediaSentry while connected to the computer that was connected to the Internet through IP
address 141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT.

16.  Exhibit G is a true and correct éopy of the DownloadData.txt file captured by
MediaSentry while connected to the computer that was connected to the Internet through IP
address 141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT.

17.  Exhibit H is a true and correct copy of the Tracerroute.txt file captured by
MediaSentry wh%le connected to thé computer that was connected to the Internet through IP
address 141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT.

18.  MediaSentry did not create the files attached as Exhibits E-H. These files existed
on the hard drive of the computer that was connected to the Internet through IP address
141.155.57.198 on August 7, 2004 at approximately 6:15 AM. Media Sentry merely capfcured

this data.
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I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct.

Executed this day of May, 2007 at New York, New York.

TOM MIZZONE
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Thomas Muilaney

Page 1 of 1

"From:
Sent:
To:

Tom Mizzone

Monday, May 14, 2007 10:07 AM
Patricia Kelly

Subject; gpjx01! (2).DOC

Can you print? | need to sign / scan / and email.

S

1/22/2008
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

X
UMG RECORDINGS, INC., et al., . 05 CV 1095 (DGT)RML)
Plaintiffs,
- against
MARIE LINDOR,
Defendant
X

DECLARATION OF TOM MIZZONE IN OPPOSITION TO
DEFENDANT’S MOTION IN LIMINE

I, TOM MIZZONE,‘declare:

1. 1 am the Director of the MediaSentry Product Development unit of Safenet, Inc.,
formerly MediaSentry, Inc. (“MediaSentry™). T have personal knowledge of all of the matters
discussed in this Declaration except as where stated on information and belief. As to such facts,

I believe them to be true.

2. MediaSentry is one of the prihcipal providers of online anti-piracy services
worldwide. It specializes in providing services to detect and prevent unauthorized distribution of
music, films, software, and other content on the Internet.

3. MediaSentry has been engaged by the Recording Industry Association of America
© (“RIAA”™) on behalf of the Plaintiffs to assist them in locating individuals infringing their
copyrights over peer-to-peer networks and gathering evidence of their infringement. To perform
this task, MediaSentry searches peer-to-peer networks for individuals distributing infringing files

for download and gathers evidence concerning that infringement.
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4. In gathering evidence of infringement, MediaSentry does not do anything that any
user of a peer-to-peer network cannot do and does not obtain any information that is not
available to anyone who logs onto a peer-to-peer network, Thus, when MediaSentry searches for

“sound recordings on the peer-to-peer network, views the files that each peer-to-peer user is -
disseminating to others, obtains the IP address and screen name of each user, and downloads
copyrighted works distributed by each user, it is using functionalities that are built into the peer-
to-peer protocols that each user has chosen to use to upload {or distribute) and download (or
copy) music.

5. MediaSentry searches peer-to-peer networks, looking for users distributing

“ “(.‘.‘“I..lp.l()i.ld.il:lg.’.’) ﬁles ;ﬁat aﬁpear fo be .digit.al. .cop.i.e.-.s. 6f ;oﬁn&re.cord.iﬁ.gs whose cép&riéhts are.
owned by the RIAA’s member record companies. When MediaSentry finds such a file, it may
download the file. As part of that downloading process, MediaSentry, like any other peer-to-
peer user, receives basic information about the user from whom the work is being downloaded.
That information includes, among other things, the InternetAProtocol (“IP*) address of the user.

6. Once connected to the user’s computer MediaSentry also seeks to determine what
other files the individual is distributing to others for download. KaZaA and other file-copying
programs permit users to share all of the files in their shared folders, and they may contain a
feature that permits users to browse the entire shared folder of another user. When available,
MediaSentry invokes this feature of a peer-to-peer program, just as any other user could do, and
is able to determine wﬁether the individual user is merely distributing one or two music files or

whether the user is distributing hundreds or even thousands of music files.
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7. Again using a feature of the peer-to-peer software available to any user,
MediaSentry can then capture a fist of all of the files that the user is distribqting to others for
download. MediaSentry collects this information in two forms, First, MediaSentry takes screen
shots, which are actual pictures of the screens that MediaSentry or any other user of the peer-to-
peer network can see when reviewing the files being distributed. Second, MediaSentry captures
as a text file all of the contents of the user’s shared directory, such as the names of each file and
the size of each file, as well as additional information (called “metadata™) about each file.

Metadata may include a wide range of information about a file. Metadata, for example, can

inciude information such as identification of the person or group that originally copied the file
: ... Deletedz it .

‘and began d'ié'serh'i'r'l'at'iﬁg it 'uﬁla\ﬁ\.rfully. "MediaSent”ry does ﬁothihg to create this text file. ‘I_t
exists on the user’s hard drive.

8 Once MediaSentry has the list of files being distributed, it searches the list of files
for copyrighted works owned by the record companies, just as any other user could do. Once
MediaSentry has found a user disseminating files that appeér to be copyrighted works owned by
the record companies, MediaSentry downloads a sampling of these files, again, as any other
peer-to-peer user couid do.

9. At the end of its evidence gathering with respect to any individual user,
MediaSentry has gathered substantial evidence, including (1) a sampling of individual audio files
that the individual is making available in his or her shared directory; (2) a user log identifying all
of the files that the indi;ridual was distributing for download, as well as metadata about each of
the files being distributed; (3) screen shots of the user’s shared directory that show the files the

individual was distributing; and (4) the IP address, date, and time of the infringement, as well as
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the alias or username (when available) chosen by the individual when participaﬁng in the peer-
to-peer network. MediaSentry does nothing to create any of this data, It exists on the user’s hard
drive. MediaSentry merely collects such data. |

10.  MediaSentry’s process for identifying potential ipfringers and gathering evidence
_ of infringement has multiple fail-safes to ensure that the information gathered is accurate.
MediaSentry takes numerous steps to check and double-check the IP address of the potential
infringer to prevent misidentification. |

iI.  MediaSentry followed the procedures outlined above with respect to the evidence

_{ Deleted: 15

”MediaSéh'try' detected the userhame ‘;jrlihébr@KéZaA” logg"ed iﬁto.tl-.le KaZaA ﬁieéhaﬁng -
network at IP address 141.155.57.198. Attached as Exhibit A is a true and correct copy of a
compilation of screen shots captured by MediaSentry on August 7, 2004 showing the list of files
that the computer connected to KaZaA with the TP address of 141,155.57.198 was distributing to
others for download.

12. Consistent with the procedures noted above, on August 7, 2004 at approximately
6:15 AM. EDT, MediaSentry downloaded a sampling of .MP3 “andio” files from the IP address
141.155.57.198. A true and correct Hsting of the sampling of audio files that MediaSentry
downloaded is attached as Exhibit B. This list is a subset of the sound. recordings found on the
shared folder shown in Exhibit A. Exhibit C is also a subset of the sound recordings found on
the shared folder shown in Exhibit A, and it is true and correct.

13. Exhibit D is a true and correct copy of the SystemLog.txt file captured by

MediaSentry while connected to the computer that was connected to the Internet through IP
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_.{Deleted: 15

not create this data. Rather, it was created automatically when MediaSentry’s computer

communicated with the computer that was connected to the Internet through IP address

,.@eleted: 15

141.155.57.198 on August 7, 2004 at approximately 6,12 AM.EDT. A o
14.  Exhibit E is a true and correct copy of the UserLog (compressed) .txt file captured

by MediaSentry while connected to the computer that was connected to the Internet through IP

{ peleted: 15

address 141.155.57.198 on August 7, 2004 at approximately 6312 A.M. EDT.

15. Exhibit F is a true and correct copy of the Userlog.txt file captured by

MediaSentry while connected to the computer that was connected to the Internet through IP

4 Deleted: 15

16.  Exhibit G is a true and correct copy of the DownloadData.txt file captured by
MediaSentry while connected to the computer that was connected to the Internet through IP
address 141.155.57.198 on August 7, 2004 at approximately 6:15 A.M. EDT,

17, Exhibit H is a true and correct copy of the Tfacerroute.txt file captured by
MediaSentry while connected to the computer that was connected to the Intemét through IP
address 141.155.57.198 on August 7, 2004 at approxiﬁlately 6:15 AM. EDT. €7

18.  MediaSentry did not create the files aitached as Exhibits E-H, These files existed

on the hard drive of the computer that was connected to the Internet through IP address

{ Deleted: 15

141.155.57.198 on August 7, 2004 at approximately 6,12 A M. Media Sentry merely captured

this data.
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I declare under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct.

Executed this day of May, 2007 at New York, New York.

TOM MIZZONE
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UNITED STATES DISTRICT COURT
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