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the tcxms and conditions of its use acc‘cptcd' by the

tecciver is presented. In' this system, the camputer pro- )

" . gram itscif contrals the verification for its reccipt and -

wccptzncc. The sender first madifics thc pmgmm ta be’ :
delivered, rcudmng it non-cxecutable in thé form in

A' which it will be ceceived by the ‘user mitially. The
sender fuserts inta the program an cﬂnhlmg toutinc aod
. & verification indicia. The enabling routiag is capable of * )

readeding’ ‘the non-excécutable program into an execut- -
able state xfccrtmnprcmqmsxtcoondmom.coummcdm
the vedification and enabling coutine, are met The're-
cipient or tecaver mscru o loads the modified, nom-

" executable program inta the workstation ar computer ..
.-hzwng:LCRTscmduphy, i
- allaws human obscrvation of certain infocmatica” that LR

printer or the like that

“will b prescated by the cuabling prograni. The co-

‘sbling program then displays messages -or prompts fo

thcuscrformtcnng the aser’s respoanses such as accep- -

tance of the terms and:Gonditions of the use af the pro-
" -gram_Tn tesponisc to-desired indications ‘of acceptance” " - - -
by the uscr, the ctmbﬁng program decides whether the . -
: prcrcqwsttc couditions foc cuibling the program inta ‘s
" executable form have been met and if they have been -

met, remodifics the program into 2 usablc, executable " -

farm. If the prerequisite eonditions "are not mct or

 agreed ta, thic verification and enabling pmgram termix |
 mates ‘without n:ndcnng thc u:tual progr:zm mclf into-

‘an cxccutablc fonn_
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. "jpﬂovme TEXT FOR THE LICENSE

AGREEMENT SCREEN(S). ON THE

_LAST SCREEN OF THE LICENSE -.

" | AGREEMENT, THE USER MUST . -

“INDICATE ACCEPTANCE OR RE-
.JECTION OF . THE TERMS AND

. " CONDITIONS BEFORE THE -

.| :0BJECT OR’ SOFTWARE FRODUCT
g WILL BE. INSW_LED

":INSERT A PREDEFINED CHARACT.ER

STRING INTQ THE PRODUCT'S
MAJOR MODULE(S)/FILE(S).

THIS CHARACTER STRING MAY BE_

MODIFIED AND/OR ENCRYPTED :

7| - AFTER THE LICENSE AGREEMENT "
" HAS'BEEN ACCEPTED BY THE usm

MQDIFICATION OF.THE .

" |- ‘CHARACTER STRING INDiCATES
" THAT THE.USER HAS ACCEPTED

THE TERMS AND CONDITIONS'

-OF THE LICENSE AGREEMENT. " - - - o

THERE MUST BE AT LEAST *

| -ONE FILE WHICH CONTAINS © -
‘THE CHARACTER STRING. . .- -

|, CREATE THE ‘COPY QFTHE =~ +

. PRODUCT-QR QBJECT WETH

THE FILENAMES “"SCRAMBLED AND
GIVEN PSEUDRO NAMES. .ALSO, o
PRQVIDE A TABLE WHICH -

- ,CROSS REFERENCES THE. & - .
* V.| PSEUDG (SCRAMBLED) FILE~ :
| "NAMES WITH' THE REAL
’ FILENAMES ;

| THE FILENAMES WILL NOT ©
B8E RESTORED (i.e., THE SOFT-

WARE PRODUCT WILL NOT BE

USEABLEY UNTIL THE"

LICENSE AGREEMENT HAS
BEEN ACCEPTED BY THE USER
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A INSERT ATEST ROUTINE INTOTHE

7| +CODE OF EACH OF THE SOFTWARE

.z .| PRODUCT:MODULES/FILES CQN-" -
* |7 -TAINING THE CHARACTER smmc; .
;| TO ALLOW EXECUTION QF THE: .- -.*
‘MODULE(S) AFTER INSTALLATION
“ONLY IF THE STRING HAS BEEN -
“1¢ MODIFTED (ies, THELICENSE "~ .
T AGREEMENT HAS BEEN ACCEPTED Ny
i BYTHE USER). o T

-

OPTIOMAL FEATURE BY THE .
SOFTWARE PUBLISHER -

| PRGVIDES ANOTHER LEVEL' "
* - | .OF ASSET PROTECTION. .. |

THE IMPLEMENTATION OF THIS- |-

PROVIDE THE LOCATION IN THE

. SOETWARE PRODUCT MODULE/FILE:

;FORTHE CHECKSUM WHICH WILL:
- BE RECALCULATED UPON ACCEPT-.
A A ANCE OF, THE LICENSE AGREEMENT :
27| TTAND "COMPLETION OF THE. -

. :_"PROCESSING PROGRAM. R

THE IMPLEMENTATION OF THIS®.|~
OPTIONAL FEATURE BY THE .
'SOFTWARE PUBLISHER .

PROVIDES ANOTHER. LEVEL

- OF ASSET PROTECT TON:

S PROVIDE A BATCH FILE PROGRAM
[ OR INSTALLATION PROGRAM 70

1 WHICH CONTROL WILL BE -~ g
TRANSFERRED AT THE COMPLETION )
'OF THE ACCEPTANCE VERIFICATION ™ .
. ENABLING PRQGRAM AFTER THE

1! OF THE LIGENSE AGREEMENT

| USER HAS INDICATED ACCEPTANCE

. THIS LINK PROVIDES THE -

TRANSFER BETWEEN THE .

_RECEIPT AND ACCEPTANCE - |
"ENABLING PRQCESSING . "] -
' PROGRAM AND THESOFT- |

WARE PRODUCT
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PRESENT THE APPL]CABLE TERMS AND CONDITIONS

|10 THE USER BY DISPLAYING THE FOLLOWING:

RECEIPT AND ACCEPTANCE MENU SCREENS (MAY .
J INCLUDE-MENU, WARRANTY AND LICENSE ‘

o :'.'_'- 3_ ' /AGREEMENT SCREENS)

Bl

y IF THE USER DOES NOT ACCEPT THE TERMS AND

CONDITIONS OLSPLAYED BY RECEIPT AND'

*ACCEPTANCE SCREENS, ABORT AND RETURNTO - -

__THE ORIGINAL QBJECT MODULES/ FILES,
. DO NaT ACTIVATE INSTALLATION OF THE
OBJECT

: ELSE N

. CONTINUE

571 .SEARGH FOR THE CHARACTER STRING, AND

. MODIF Y (AND ENCRYFT) THE STRING
INSERTED BY THE UBJECT DRIGINATOR

;| [.iNTO THE osaacr's MAJOR FILE(S)

1= ENABLE THE OBJECT BY UNSCRAMBLING AND/OR a

.:DECRYPTING PSEUNQ FILENAMES TO THE REAL

ik S FILENAMES: USING THE TAELE PROVIDED 8Y -

" THE OBJECT ORIGINATOR

- .i.j_gRECALCULATE THE- OBIECT'S CHECK- -

. - SUM'USING THE CHECKSUM LOCATION
' .- PROVIDED BY-THE ORIGINATOR. L

1. {(OPTIONAL FEATURE).

L ____MGDfFY THE RECEIPT AND ACCEPT&NCE PROGRAM

TTSELF BY DELETING THE: CODE THAT PROVIDES"
FOR MODIFICATION OF THE OBJECT'S FILE(S) :

‘TRANSFERRING CONTROL TQ THE OBJECT.

" 5. ACTIVATE THE OBJECT FOR USE OR DISPLAY BY, -
MODULE/FILE NAME PROVIDED 6Y THE oaJEcT"- ok

ORIGINATOR g




S Pt

| TF-CHOICE = 2 THEN CONTINUE TO EXT BOX. -
/'ff CHOICE < 3, THEN ABORT AN RETURN TG

17 _I START—OF—PLA—PROCEDURE

‘ | DOWNLOADS THE PRODUCT TO THE HARD DISK)

DISPLAY FIRST LICENSE AND/OR WARR‘A'NT‘Y 1

] ) T

Augﬁ.’iﬁ, 199{] N - Sheet4of9
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THE END USER INSERTS DISKETTE #1 QF X (OR.

SELEGTS THE CORRECT DRIVE, AND TYPES:.
"GOXXX“ (RETURN) AT THE SYSI'EM PROMPT.

HGOKKX INVOKES co‘ COM THE ENABLING'
'PROGRAM = ¥ s .

MENU SCREEN TO THE'USER. " IT CON'D\INS
INTRODUCTORYINFORMATION AND -

WILL BE PRESENTED TO THE USER

[ CUSTOM['ZED TEXT]

e B

THE‘USER' ERESSE‘S‘THE.ENT'ER KEYT0

CONTINUE TO THE SECOND MENU SCREEN, :.

_'OFERATING SYSTEM

FROM THIS MENU SCREEN THE ‘USER’ CAN
SELECT TO'(1) READ THE WARRANTY .
INFORMATION PRIOR TO ACCEPTING THE
T'S:AND C'S OR THE LICENSE AGREF—
MENT; (2] READ THE LICENSE AGREEMENT
OR (3)’ABORT AND: RETURNTO THE * .

.IF CHOICE - 1 THEN PERFORM WARRANTY— .
ROUTINE (BOX 8).-. v

THE DF‘ERATING S?(STEM. 2

| 4’,953,209

~DESCRIBES HOW THE TERMS AND CONDITIONS -
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FIG. 3B

THE LICENSE AGREEMENT SCREEN(S) ARE
D[SPLAYED TQ THE USER :

S J CUSTOMIZED Tsxﬂ

FOR MULTIPLE—SCREEN AGREEMENTS THE
' USER'PRESSES THE ENTER KEY TO €O -
“FROM SCREEN TO SCREEN! UNTILTHE .
LAST'SCREEN. -THE USER CAN ALSQ PAGE -
.FORWARD AND BACKWARD WITHIN THE
AGREEMENT SCREENS. RS

ON THE LAST SCREEN OFTHE AGREEMENT
.THE USER IS'ASKED TO INDICATE HIS/HER®
"ACCEPTANCE OF THET'S AND C S OF THE
LICENSE AGREEMENT HE .

iN “f15 [NOICATED, THEN ABORT AND
RETURN TO THE OPERATING SYSTEM. IF -
s INDICATED THEN CONTINUE 0
BOX3 : T
ELSE: = - - - :
REQUEST CORRECT RESPONSE AND DO
. NOT'PROCEED UNTIL= CORRECT RE-"
-“SPONSE IS ENTERED.: s

2 ACCEPT-FLA---
31" _"RouTINE*

THE CHARACTER STRING IN THE OEJECT S -
MAJOR FILE(S) IS MODIFIED IF THE .
LICENSE AGREEMENT HAS BEEN ACCEFTED..
'IE THERE 15 A PLA.TAB FILE ON THE DISK/ -
| DISKETTE, THEN - -

REAQ PLA. TAB INTO MEMORY . - °
. POSITIONTO THE FIRST ROW IN THE

- TABLE CONTINUE TO'OX 4. '
ELSE P e

#(BAX 9Y <t

PERFQRMCHARACTER—STRING—ROUT[NE N

;GOTO CHECKSUM ROUTINE (BOX 6)
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"ELSE : ‘
. 'PERFORM FIND—FILE—ROUTINE (BOX 10)
IF COL 2 OF PLATAB = “=', THEN .
© + - MODIFY AND ENCRYPT THE SPECIAL
’ f STRINGIN THE FILE ON’ THE DISK/
DISKETTE:".
GOTO RENAME—ROUTINE
ELSE
CONTINUE TO NEXT BOX

'—,(5—[ RENAME—-ROUTTNE ‘L

RENAME THE FILE ON THE DISK/DISKETTE

. XX OF PLA. TAB) TOTHE REAL FILENAME
- (FROM COL YY-OF PLA.TAB). L .
POSITION‘TO THE NEXT ROW IN PLA TAB.

« FROM THE PSEUDO FILENAME (FROM coL :

GOTO PROCESS-TAB-ROUTINE (BOX. 4), ~ "<

ERASE-TAB- -

Aub 28, 1990 - Sheet 6 of 9 4,953,209
, PROCESS«-TAB— -
‘ m- ROUTINE: . S L
51 IF ALL ROWS GF PLA. TAB HAVE BEEN PRO— | FIG.AC -
-] -7 CESSED, THEN GOTO ERASE-TAB SR
© ROUTINE (80X 5)." -

”Tﬂ -ROUTINE: . ‘5 A

- “DISKETTE,  THEN -

. THE DISK/DISKETTE -
) GOTO CHECKSUM ROUTINE (BOX G)
ELSE

"#1AND TO PRESS THE ENTER KEY. "
REPEAT ERASE-TAB-RQUTINE UNTIL GO COM

; AND PLA. TAB ARE FOUND.-

IF GO.COM ANO FLATAB ARE ON THIS DISK/':' q -
'ERASE PLA.TAB FROM MEMORY AND FROM

REQUEST THE USER TQ INSERT DISKETTE L

CH UM ‘- _"_' A e .' e
“ROUTINE . . . J] R

s -*OISK/DISKETTE:

IF CHECKSUMIS NGT USED THEN CONTINUE
. TO BOX 7.
ELSE

RECALCULATE CHECKSUM GN THE ij;'. S




US:. Patent

Aug-28,19%0 Sheet7 of 9

4953200

 ERASE THE WARRANTY SCREEN(S) FROM
- MEMORY AND FROM THE DISK/DISKETTE."
_MODIFY-G0.COM BY' ERASING THE CODE. -
THAT ALLOWS MODIFICATION OF THE
* PROGRAM MODULES/FILES. -
'RENAME THE MODIFIED (SMALLER)
" GO.COMTO PLAZCOM IN. .. ::
MEMORY AND ONTHE. msx/
-2 DISKETTE, . '
" 16QT0" END-OFPLA—PROCEDURE (aox .

WARRANTY

- ':-:-;ﬁ

ROUTINE.

“THE bBJECT:’S WARRANTY SCREENCS) ARE
DISPLAYED TO THE USER

B:usm MIZED TEXT]

FOR MULTIPLE—SCREEN WARRANTIES THE
“USER PRESSES THE ENTER KEYT0 GO.
_FROM SCREEN-TO SCREEN UNTILTHE LAST
ISCREEN." THE'USER CAN ALSO PAGE

. '-..-EORWARD AND BACK)NARD W[THIN THE

- WARRANTY S'CREENS.

AFTER READING THE LAST SCREEN THE
_USER IS INSTRUCTED TO PRESS THE -

_AND_LICENSE MENU SCREEN (#2 OF 2) SO
THAT HE/SHE- CAN.THEN SELECT TO READ ’
T_HE LICENSE AGREEMENT. -

- ENTER KEY.TO RETURN TO THE WARRANTY - -

" RETURN TO MENU SELECTION-ROUTINE f'-"'_ =

“{BQX: 2)

FIG.3D
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FIND ALL THE FILES OF THE OBJECT (EXCEF‘T )
FOR GO. COM) THAT CONTAIN THE SPECTAL"
STRING. MODIFY AND ENCRYPT THE SPECIAL
ST RING IN THE FI_LE(S).

IFTHE OBJECT IS ON DLSKETTE. THEN LOOK !
-ONLY ON DISKETTE-#1 FOR THE FILES (EXCEPT.
- | FOR GO.COM) AND MQODIFY AND ENCRYPT THE
.-+ SPECIAL STRING XNTHE FILE(S) oN - -
R DISKETTE #‘L

.| FILES HAVE BEEN MODIFIED, RETURNTO “ 7% - .-
ACCEPT-PLA-ROUTINE(BOX'3), - = -~ N B

L FlND—FiLE— ‘L S
. @.= ‘;.,ROUTINF: ST e
IFTHE PSELDa EILENAME (FROM cot: xx oF.;
- PLATAB) IS ONJTHIS DISK/DISKETTE, THEN -
“RETURN TO PROCESS—TAB——ROUTINE (BOX 4)-
ELSE :
_VREQUEST THE USER TO INSERT DISKE]’TE #x -
27 (FROM COL TOF. PLA.TAB) AND TO PRESS
t i) 1o L THE ENTERKEY - R
EEE e RfEATFI D—:{{_E-_‘RO“TI Eu&mu.._ T T T
LR “FILEAS LOCATED*‘-" T - :

* END-OF—PLA-
1 l “PROCEDURE:.

GOTO THE INSTALLATION PROCEDURE FOR THE RIRE
OBJECT BY TRANSFERRING CONTROL TO THE o
BAT FILE OR INSTALL'PROGRAM NAME. - N B FIG.

‘WHEN THE smmcs NALL THE REQUIRED N R

oo 7 | ZPROVIDED BY THE SOFTWARE PUBLISHER. - - |- - -[3A]
’ . ‘138
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SELF-VERIFYING RECEIPT AND ACCEPTANCE
SYSTEM FOR ELECTRONICALLY DELIVERED .
" DATA OBJECTS - ‘
BACKG&OUND'OFmEmvEmbN o

 Field of the Inyeation” ) .
~ This invention relates to reccipt and acceptance ved- -
fication tectiniques for documents, ficcase agrecments,
+ .confracts, or computer programs gecrally; more spe-
.- cifically, it relates tc_i_ tc'ckxiiqu'c:f'for"i/c.rifyihg receipt
" and acceptaice of ddctxnnicaﬂy'ﬂ:;kai!;tcd and/or
. - magnctically focarded data objects. - - G
. While a vacicty of prioc at techiniquiéy’ exist for pro- 15
", tecting clectronically transmitted and/or magnetically-
" ‘Fecorded data’ objocty, all- of thesé that ace presentdy
;. kmowm cequire cither ‘encryption and the use Gf a'dé- -
- -crypting key dtalgorithm which is nocmally galy avail- -
"7 able to 2 previously authorizéd. reclpient, or they tov
quire prior approval fac sedding to the recipient, Other
 than By. these tochniques, -no: peesent systei or tech-
nique is known Which is self-verifying as to the fact that - -
- the

recipicat Bas.-sctually: eceived. the” data object, 4
2greed to-the.authocization conditions of its receipt of
usc and fstalled it for resding ot use Lo S v

- In'the field of computer progran: products, Lc.“soﬁ— :
ware”, unavthorized duplication and/or scéas and

E © . Usage is 3 common’ problem. ULS, Pat, No.. 4,757,534 30
“ . shows ane 'exdmple of a crypto'gmbhié'_tbphhiqt_lc.fob ;
. protecting Suich progeams. The, wer must hilie & prst.
word vrhich: will ‘allow the encrypted progedm to tc -
. recovered'ata presgribed and designated site that b a -

propedy implemented
foe. e Lo LT T :

" Similarly, US. Pat. Na, 4,757,533 deals with & secit- -
ity system for 2 persorial computer which utilizes agto- . -
matic eucryption and decryption for filesin the persqual |

aad initialized” decryption fea- 35

s

- Theke prior it systems, and otiers.of similar type.”
. Toquirt the prearmuged jostallation of cacryption. or
decryptiod featurey and/or. “keys? sich as passwords
. »béfore 2 user oc recipiéat ,czh'fzﬁﬁzé?iﬁ}clpd;éui&l_lj-. -
©.] . delivered of indgueticallyrecorded aad delivered data ¥
. object that has beea protected by cacryption or otfier 7
disdbling tectiniques. This & & sigiificant donwback ia
i ficld of cotmputes progs =
. lacly in the over'thie co i
would download application pi

 pedghu o dats ject Would be eletion.
. callytransmitted” ind reccived, bul elabocate sysiems
" are wed @ praathotize the recipicat ‘by. giving pass-
. wards or the like whicki fast be caictully cecdeded and
. kept track of for accounting purpdsés dnd for billing. -
. OBIECTS OF THE INVENTION.. . . *'
“In fight &f the foregoing knawn shartcomings with ¢’
the pridt act systems and techaiqués foe dlectraiiic dis-
tribiution" of ‘data objects, an objective ‘of the' présent -
“vention s to Provide an taaproved tcthod of securing
“electrunic dat objects and for verifying that they Have
béea reccived and accepted ‘whick ‘does nat require &
-pricr authacization -for receipt of the “installation of ..
previously aatharized and relcased keys, passwards or
s the tike. - T T .

C o 4953g09

- tioa-for = ' -
* or originatoc of the data object first modifies the object

- recéived by th

I ative (nan-executable)

" It is a further object of this invention to provide a
self-verifying method of delivery for clectronically
recarded ar transmitted data objects. C

SUMMARY _
. The focegoing and still other cbjects that are oot

tion by a new system. In this system, the sender or

-odginator of an clectroaic data objéct can later verify

that the data object was.actually received and accepted.
[n this system the data abject itsclf controls the verifica” .
the eeceipt and acceptinee théreaf, The sender -

to: be dclivered, teadering it wausable oc ino tive:

“(non-executabie) in the form m which it will be initially -

the user. The ariginator oc seadcr insetts - -
f verification indicia and anen-’

nto the data object a
‘abling facility wiich is
data. Sbject,inta an operative : .
Certaln pre-requisitc conditigus,”
verification and: enabiing facility, .are]

(cxccutable) state when
coutained in the

- met. The sender ot originator then merely transohits (or . -

cecords and delivers) the modified and unusable (non-

: executable) data. object that coatains the. vetification
-inditia add enabling facility to a'recipicat. The recipient

or user recelves the modified and ynusable data object -

- “and ingerts ar loads it into’ his/her workstatioa ar com-
‘puter having a CRT screen display, printer or the like:: . -
“This allows_the user to view portious of the coabling . IR
ficility contained i the data object; Screen displays ot -

- metwagds prompting the nser ‘to cater. réspénses are |
. preseited durting thiy phase of installation of the data ©

object. The user éaters his ar hice ‘acSeptance arrejec-. -

“tion of terms and conditioris. rclating to the use aad

instalfation of the data object in fesponse to prompts .

. that ace presented by the caabling facility on the screen, . |

printer or other fatetface that is huaianly readable. That - .
poction’ of the data object that ‘contains the cmabling -

facility then examines the uscr's respanses and, if the -
40 prerequisite cqnditions dre met and agreed ta, readers

the data object into. a usable and operable (executable) *

form’(nclyding 2 modification of the vetification indi- .- -

cia) and records the result ‘ind may also capturs the -

user's identification iformation,” Alteruatively, if the

prerequisite conditions aré not met or agreed ta, it ter-

4

- BRIEF DESCRIPTION OF DRAWINGS -

~FIG. L's a'brief flow, chirt of iteps taken by the data ~

cct atiginator ot seader pride to sending ar defiver- - © -
g the data gbject to auser,- - LT ToL T Tl L
: ‘FIG.2 i3 a brief flow chart illustrating the aperatioa

. of the inveation at the recipicat of user's workstation ot -

cQ o et e e .. N
- FIG. 3 illustrates a detailed processing flow chart of
the operation of the invention at the recipicat ar user's
warkstation ot compater. [ T 3
FIG. 4 illustrates 4 computer system implementation )
of "warkstations linked tagethier by a telecommuaica-
tidns line for exchange of programs, files ar'data asa -
system cmbadiment af the invention. Co

'DESCRIPTION OF PREFERRED EMBODIMENT
" The invention: will be deséribed with reference to the
Sseveral figures of the drawing ia the cxemplary cantext

specifically cnumerated, ‘are met in the prescat inven. -

capable of readering the inoper -+ .

inates without rendeting the data object into-a usable T
‘and operablé form. This ends the process, - % L 0

rograining slles and e, patticit-




3 . .
g Compuler programs (software
ense terms and conditioas that must
be agreed ta prior to the usec's being granted usé of his ,
. ot her copy of the softwace product. Numerous ather
. cxamples are possible, any of which relate geoeaally to' S
- the problem of v ifying that a recipicnt has actially
-+ Teccived 4 data object and has sgreed to -certiin terms -
* ‘and coaditioas concemed - therewith. Other examples’
. ;7 may be documcats that normally require registered and -
7 signed receipt mail, delivery, £ontracts or other docu- 1@
. meats having legal significance, " itemized buying and
* sclling arrangements, bills of lading, or ady eaviron~
"+ ment in which a traceable record (within the daia abject
itseif) of actual receipt and aceeptance of the data object
* In the preferred embodimient of the.inventicn de- .
* scribed, an eximtple chesen from ific ficld of data peo-.
“cessing is given, In this cxample, the “data object” may
- be 2 compirter program (software p . e
. | 'use on a workstation or pérsonal computer/system Ta 2
¥ .%'such an envirodment, ‘the normal users wish to obtain .
.- their’ copy -of the rélcvant softwire product, cagry it -

ot;a'systcm for defiverin
products) having lic

: - “hame (or to their workstations) and use it. Normally,
) S . these software products arc accompanied by a “shrink.
; < .. %rapped” licersc agrecment which - details the tecms |
i =" and conditions of use which the bayer, oz ‘mare appro- -
b - . puately, the “licensec™is decmed to be bouad by virtue

of his or her: opening and_use of the couteats Gf thé-.
- package. If high secirity aver uniauthotized duplication
7 OF isige of progranis i desired ia- sach an cavironment,
. detalled rocord keepin via secializatin of the satbisass
"+ product, Signed reccipts oblained at thé time of pur:

o

cémmu;xiczﬁohi;ixyigdiimc;it ta provide software prod-
ucts at a ceatcal adecis point which could be accessed
- o request, and whose Conterits could be made available '
ta'ge'cvén downloaded for usces an’ request, Sidee the
|- lisers may come 1nd go and since access to' the central .|
. - acility may pe difficult ar c
*.” would be mape’desirable stilt
“inerely: “dial g™ the ocuteal
€0 and Siliveny.

if any poteatial user coald
facility and request access

clivery af siny given,

43
software | product. This™ .

dgﬁchY:QQdcérypkon-or secuity: keys' o’ codes ar
fouties woald ot bé ordinatily passible of éver desis..

sEle. Additionally; ia geder tg

A e

fiuace pitodult (o Helivery, the e

iy solution to the problem; this fnveation way”
" be, mplemiated withis to s

e 'aﬂd___whigh "isfsdf-cxcévudng'
- -tance by a user Ge requester’ R T
- The. préfecred embodiuent will thus be described in

the coatext of a_system fat delivery via electraaic:
means of computer: programs’ (software products)
‘which provide automatic verification that the réquester 63
or recipient has actually rc&;&iqu the software praduct

‘ - -and has agreed tg ghctq‘_m_sa:nq couditions tcgurdigxg its -
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" trogically-dedivered

.- product. A: license
_'mzﬂy__cucldscd with

voduct) intended for. . . 3
B i Q" sponscs s evidence

" the software product,

-marking that user's copy.
- accepance and may also

. leat of Tbreaking of the

: 'delivered with physical
"+ chasc’ac hcmsc,dctaﬂcd tecord keeping and auditing -

. gr%mt them
' of the softw
40. in FIG. 1, the software

umbersome to regulate, it -

W-Qﬂl&-lﬁ{éiifi';'thafbc_br;iuthoﬁpﬁén ‘procedures, ic. .

e the eotativety - P display code that Will be acoissed automatioally by
overcome the celatively ‘55 the enablics ; o g

P I ” -Of.( _:rﬁl .._",.-.
disti " the licensie
i * 3t sibitrary peed
- modulefs) oc il
- witich 'may

the eléctronic data object itself - -
4gon its receipt and aceep-. 40
E "l - accepted by the user to

. : 4
The present invention provides a techmique for the

protection of clectronicallydistributed software prod-
scts wihich are to be licensed o Tequesting end users

who have not ‘previously been autharized or provided

with any specialized access keys or decryption ‘pro-
grams or devices. The technique itself is based upon the .
premise that both the usability- and installability of elec-
saftware products may-be condi-
tioned upon the end user's receipt and acéeptance of the

terms and conditicas regarding the specific software.
agreement of the readable form nor- .
fecorded diskettes or casscties is
incocparated into the clectronically-dclivéred data cb-"
Ject ot software product and is defivered theérewith. The
inveation preseats to the uscr the terms aad conditions
reganding the use, charges for and other rclcvantdztx .
pettaining to the software product for the user's review -
rand scceptance or rejection. "The inveatica preseats- - o
PIOmpts.of questioas ta the user ad records-the re-
that & user did receive, aind has ar. .
has not agreed, to the terats and co‘uditious'mgn,rdiug' L
If the user docs agree to the terms ™ -
"aad conditions and so indicates, the {nveation provides .
for “cnabling” the delivered
nat executable, softwarc p

“disabled and unuablc. (A L
roduct. It also pravides far -2 -
with' indicia which. indicates

so detecmine the identity of the
user. The invention thus provides the clectronic equiva-
shrink wrap seal” invalved in )
f software license agrecments™ .
diskettes“or cassettes. T¢, re-

the nomul Haed copy o

acoess to the desired softwace products, -
The invention requices some preparation oa.the pact .
are product originator ac serider. ‘As shovm ° .
product driginator is required to -
include with_the software preduct, or elcctranically-
deliyerable data abject, modules of ‘code that provide a Do
presentation ‘and accepianics verification aad cuabling -."- . .
faciliy (caabling prograim). The softwaze prodies ocgs. -
patat is further roquired to provide cortain faput o the. * 112
enabling " program: The originifor must provide the .-

age of the pertinent terms and conditions of thé

ﬁcaﬁql&rccmcntby.mdrdingq:cinh:_sex_'&uorou- o

the caabling peogram.” An ap

prapriate prompt as to°’

-neceptance of Tejectian of thie teans aad coaditidos of T -
agrecment may also be provided i this data ¢ ¢ -
odginatat. In dddiion, the originatotmust iasért -. .-

cfined charactét strinig of the originaZ: -
peoduct's major’ - -

by the

tor's"own chaasing it the’ software

be called & “viesification indicia™ rmay be -
recognized by the. spl’cWai:c'pioduct_ itsclf 25 will be
described fater, It also’ will be modified and/or ea-. .
crypted after the ficense agrecment has been read and

acc indicate that the user has ac-

cepted the terms and conditions of the liocnse agree-

ment as will be later deseribed., N ST .

It is also incumbeat upon the eriginator of the soft- -
ware product to create'a capy of the software product
with the pertinent. file names or module names given
“pscudo names™ which are scrambled and to provide a -

. table with cross references showing the correspondence

<) This sibifrdry chiracter string - : -



) sofzwzrc product_

- -overall opcnmou that occars for cunbhng the softwacc

. agrccmcut to the ead tser by d:splaymg ficense : agrc&

K whatever procodurts are desired foc returaing the cﬁ'cc-
- tively “unepcded™ saftware.product ag can d@strcy itas.

* cally. record the' uscr’s zcccptmcc by modxfymg certain | :
prcdcﬁnod fields wﬁhm the softwax:c pmdud s apphm— 45

-‘ striction vq'_f‘.
o _routing of the foftwaré’ producr.

IRy '\ and delivery is thatit’ usmtxally “makes elcctronu:llly

* will realize that, within the’ scope of thivinveation, it is

" between the pscudo or scrambled ﬁ]c namﬁ and the

- actual file names of the software product. Thesc actyal.

file names will tiot be restoréd and the software prodact
itself will not be 2 wsable (cxccuf.ablc) pragram. The

. cnabling program will testare the acmal filc names and 5

unscrambie the coateats in respanse’ to acccptxnoc by,
the user of the terms md condmom zccompanymg thc

- The dciginatar of the. soﬁwarc pmduct mmt as no(od .
eadier, provide 3 copy of the ‘unscrambling -and co- {0
_ -abling facility. This is a short| pmgmm routine as will be”
dlustmtcd later. Fidally, the ongmator should pmwdc 2,

" “bateh file O installation routine.ta which coatral may

be transferred it the oomp(cuou of the acccptancc and

verification’ process after the usér has indicated his or !

.- her acceptance of the terms aad’ oondmous rcg;!rdmg

" use of the software product. . - -
Bcforc pmmcdmg to 2 dct;ulcd dcscrlpuon af thc

product foc mse it the usec’s oomputcr ac workxnﬂon,
the basic ooncepu are summanzcd 13 follovis:. -, .
- The progrnm, which are the prcfcm:d cmhoduncut .
of this i invertion, arc incatporated idto, and-become an_
“-integral ‘part of the software “product to be ad.ually
deliVercd. This portion of the invention nctually pres-
-cats the applicable terms aid condmous af a license

‘ment screcas as the initial step. during the instailation
pracess of the saftware product a the usec’s system. If.
the end user does not indicate’ acccpt:ch of the texms
*and congditions of the applicible hidense agn:cmcut, the -
- .chabling prégrant ‘partion of .the inveation will- nbort
operation, make ‘no modifications* ta ‘render the assdci-

ated” softw:m:—pmduct usable (cxccutzhlc) and will re- 3 5 -

turn -control ta the uscr's opcratmg system. In effect,

“do harm™ hzs -beex dane and’ the eud user can fallow-

agplicable. Tf, however, the user.daes -indicate accep- 4
tance of the térms and, caaditiéns of . the applicable li-
Ceuse-agrectent, the portion. of the' p:cfcrmd embodi- |
meat code will take additional actions. It wAlL clcctrom—

; ble modulc(s) #id ﬁlc(x) Tt il u]so restors the original -
“file Hames _théreof; to allow’ thém ta" be usable ‘(noo-
cxccutzblc) ag;un1 thus rcndcnng thc formedy unuszhlc .
.program _into i “usable (cxacumblc) state, And it mﬂl
Traiodify! itself, finally, by, dc!ctmg the code- paruuns 50

- which allawed: up.;crzmblmg ot decrypuon sad fecon-

=jc_idwcrcd saftwace ‘product: and will -
hzndcontrplcvcrtothcmmlh.tsoumoduléorsunup

- The pnmary zdv:ngc aof this. acw systun  of :oeunty 55

distgbuted ngmms “Self protocung" -It facilitates
casy custorwutton of license pﬂ)VlStOus and/or war-

. ranty, information and provides a wide range of assct. -
pratection mcchanum usable’ 2t the discretion of the 60
software ‘product originator. Those siilled in’ the.act-

- possible to redefine the “intellectual propcrty" asset, be.
the softw&rc product, ta which thc license’ zgrccmcnt

" and {o which the protectian tcchmquc are applicable, as 65.

‘a single saftware product ar a set of software products
including their’ assoctated documentation which may be
c{octromcz.ﬂy defivered o Lhc uscr =2 unit or packaga
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. 1) ,
The conteats of the package or unit are to be deter-
mincd by the software originator or distrdbutor.

The esscntial elements of the preferred cmbodiment -
in programming arc provided by the saftware ongum N
tor as will be deseribed in greater detail with n:fcrcncc'
to FIGS. 2 and 3.

Tu.rmug to FIG. 2, a bncf ﬂow chm is showu of tht:
_ operatioa that will be conducted by the preferred cm-

bodiment contained within thc dchvercd data gbject

or woricstanou.
Thcﬁrststcpxsshowan[G 1xsforthcsyst,cmm

“access the files which contain the display data for dis- = .

playing the receipt and ACCCPLance menu sCreens for the

_uscr'srcwaw These will inciudc & meny, license agres- - N

ment termys and codditions gnd/or warnm(y terms and '
conditions and the ke, . . :

Thcsocondstcpqsshéw-an[G sztupn:cut

" chaices ta mcusamacccgtordoclmcthc terms and . ¢ .
20’ conditieas which arg dxsglzycd 6u the receipt and ac- -

* ccptinée inforhation Screens. If noo-acceptance is indi-
cated by the user, thie peogram aborts and returns to the

-opcrating system without altering thé odginal object’ o
. modales and-filés to render them into a usable state:

25 However, if ‘the .user docy’ mdn':atc m:ccptancc of ‘the

" .termos and-conditions, the pmgram contmucsas shown' B
"‘. im blacks 1-5 as follows. -

-In block 1, the program for cnabhng the objcct for

use will search foc the prcvxously mentioned arbitrary -
30- character stringy embedded in the orginal object file(s)”

bythcongmatorthcmoﬂ‘fhcscwﬂlthmbcmaﬁﬁcd.

© =and, opuonzlly. cncryptcd if 30 desired, to contnn m— 4
: formation eatered in response to prompts by’ the user oc -
- recipicnt that may mlso identify the specifid usec.

.Thea the program will “cnable -the clcctmmaﬂy—
(Ichvcrcd ‘abject by unscrambling (oc.decrypting) the

" scrambled pseudo file names by rcpldcmg them with the
. real filc names. This is doue using_ the table of carre- .
spoadencc that has been previcusly provxdcd in the data

‘object by the’ originator. This ‘table caanot even be

" accessed or udlized by the cnabling program unless the -~ -
' mccptnnoc of the terms and condmons b.as bocn mdx— .
_-Cated by the tser]

As shown i block 3, thc pmgmm may- optloanlly i
tecalculate thc check sum-of the object bcmg dcltvcmd, 3
_ if a check sum'is ‘employed. - - .
7 As stiown in"block 4, the pmgram for cnzbluxg thcn :

."mustmodxfyttxc{ft,o delete that portiou of the cade that :_"-' ;

provided: foc the cuabling of the defivered abject. Italso ™
will delete. the com:spondcncc table" and _fidally; ‘_J__‘

7 ‘tlock 'S, mnsfcrcou&ultoﬂzcobpct‘sunnalmrmps

moduicorﬁ]cn&thcnnmcmdmtcdbythcsoftx#uc

mdopcranou_ -
: The dcuilcflopcanonwdl nowbcdccribodwtth .

_rcfcn:ncc to FIG. 3 which shows-the pmcc.smg ar
_ cubling program flow dmrt at the recipient or user’s

computer or wodkstatioa ugon. loadmg the received
-~ ¢léctronically-transmitted . . aad/or magncuaﬂy—
récorded data object (software pmduct) The end user -

. Awill fusert, as'shown in box 1, his/her diskette if the -
" softwace prodact has becn magnetically recorded and -

defivered or will request a download of the dcctrocu-

cally-distributed software product from a host systemta

tti¢ bard or foppy disk drive of his/her compatet or
warkstation. The user will then invoke the initialization -
and enabling facility embedded in the software product

- by the ariginatar by entering the command *gaXXX”

ofiginator, 'Dlsnctxvnwtﬁcddxvacd ob;oct t'or usc .
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as showa ia bax 1. This cominand invokes the cmlblmg
program. {n bax 1, the XXX portion s 2 umiquc idcuti-
ficc that identifics the name of the softwace product to.
be utilized. Thc cuablmg program is named “go.COM™
but “will be rmamcd “PLA.COM" once ‘the liccase

_ grcmmthsbcmmpwdbythcuscranddmscﬁ-
e ware’ pmduct files. have’ bcczr unscrnmblcd and Te-
] - pameéd. :

- The cxmblmg program thcn dlsplnys the ﬁtst ong;n‘m— .

N tm‘x prescribed license and/or “watcanty, menn display

: screen to the wser! This screen wopld sotmally contzin

mtroduc(or}' tnfmmzuon aand descrbe hqw the ferms |
and éoaditions wﬂl be preseated to the user on “follaw-

. ing screcas. The user wauld nonm,l]y peess’ the, enter
o7 key to continue” g the soccmd ar - succeeding renu
’ scrocxu.'rhcpm@rum then conﬁnuqtqboxltopmsaxp
xmmuscrccxofn&a‘cholc&ass}nwn_ If the “wser
chooscs to r!:d prdcn‘bcd wnrranths (chotcc 1). ‘the:

‘mcit scx‘cauwﬂlbcdwphycd Q- thcuscrand the sya‘

the systcm ahorts’ thhout,cnablmg ‘the softwnrc prod-
*r@ict foruse ‘and retuins to thé dpcrating Systcn K aay
. other kcy is p;mcd, 1 mcssagc will bcdtspiayod x.n.d a
“correct chgice will be praapted. Emm the user.:- -

2), Chcy are, dxsplaycd t0.the:vwsér atilizing whatcver text

- for the-lideasé: agrccmcnf the. atlgixutor has cncodcd
.. into_ the software, -product. Thc aser |
. mdmatc aoccptznoc L m_)octpu of.
tioas of the license” ‘agrecment o the 135t Scteen thcr:of.

. If rejection is. mdlaxcd ihe systcm aborts and refiicns to
the, opcratmg systcxn i hcut cnabling. dlc so&wam
1:roduct far usd..! i

If acccptancé is mdlcatcd, thc _ystcm Uuuc; onta.

1. box3by commcncxng the “ncc:cpt PLA™ progmm rou-
" tinéd The ficst’ step in'box 3 isito scarch for the corre-
spondertce . fable that shows t,hc’ corrc:pondcucc be-

| tween the pscudo (scmmblod) file'names and the actual

+ -softwire product file aames. If thers i 1sn t such 4 tablc,
thcp(ogmm then. mmhc: for: the

" string cmbcddcd in tuajar file(s] or modulc(s) by the.
pcoduct ariginator and modifics than s will be’ fater’

"denice tablé; the program reads the fable’into; membry .

tect file pame- for thé maditle. dcuhﬁcd'ﬁxcrcmmstad
ofi_ungdoor‘s'dafnﬁicduzmc.-‘ .

i '&ctcrstrmgs hav:bccnmodlﬁcd,mdaﬂpfﬁlc come-

snmﬁftluttsuscd)asshownlazccmboxﬁ

lthereisa corrcspondcncc table, the pmgnm ocm-
tiabes to box 4 whcrc the table prmsmg routine .

*."Checks ta see if all’ of ‘the taws of thc scramblcd name

proccsscd, thc ‘table is crascd as shown'in bcx 5. Box 4

_ string in the files’ of the dcﬁvcrcd d.nxa. cbjccﬁ

tem will continac as shown. If choicc Ais sclcctcd, thcn .

- If the Ixccnsc agréeint screcns are sclected (chcncc

chnractcr :

_ discussed on Bax. 9. Secondly, if there is z. mﬁm!;' -

mdaocmathcﬁutmwmthcqblctopmvidcamt- -

2 mblc‘ofoomcspondx pscudo ‘niimes” or scratibled T e
55 nmcwﬁ.hthqrccuupondmgxcmxlﬁlcumcs. By .
thxsnmnsthccom:ctﬁlcmmcsmybcmstumdhythcf_-'

all. i
thcuhlc h.ave bcmcxﬁamtcd. alldthctrbxtnrycbnr—
spoddmg files or modules have beca’ rcnamcd ta their- .

- corect ‘mames.. An opﬂonnl akcmalwc foﬂowmg the. .'
- completion of the abgve tasks is to r‘calctﬂuc 2 chcck -

table have been proccsscd. thruhc mws haveaalt bccn

T4 953,209
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Thc crase table” routine is shown in “box 5 axxd is

. entered from bax 4 when all of the table entrics have
beent processed. The enabling program then coatinues

" to box &, which may optionally recalculate the check
5 sum if provided with the software product, the cnabling -
" ‘program coatinués ta box 7 to erase the warranty scieen
from ‘memory aod fiom the clectranically-deflivered -

saftware pmduct_ The enabling peogram then modifics

10 thcchnmcccrstnnp mdthcﬁlcnmcs, ie. the un-"-
scrambling amd Tenaming, ‘and fenames itself “PLA~
COM"vodntthchcmscngmcmcntscromsmnbc_’
n:mﬂod if desired;.it then transfers coatrol to-box 1L - -

<. Bax 8 shows the ‘opticnal warranty foutine portion of |
15. thcmhlmgpmgmm which is eqtered from box 2

Bax 9 which s catered fromi box 3, is the character
;trmgmunncdxnscuchcsfcraﬂﬁlcsmdxcdm-

ally—:dc.hvand software pmduct that coatain the chac-

.. acter itring placed thcrc by the ongmttcr. It modiﬁr:. -
xllofthcmdch&mdcrmmg: havebmufouud

“and modxﬁod. this partion returns to the’ acccptznoc.'

rdutine in bax 3 abave. Another pucpose of this box9 js
- taprovide, 1fuxthcclcvc! ofsocuntyouusc of the'prod-

J_S uctIfdxcﬁIcswhxdlconmmthcnrbltmrychamdcr i

string do not contatn the modified form which should ©

* have resulted from this ox operation, thea the software .~ -
originator has 40 casy mcans for implementing-an zbm:t T

-- for disabling use of the code by szmply including a test
mutmctc ttstcu:h file whea it is acct:scd for the cor-

30

. “Box10is urvokod fmm box 4 in thc ﬂow chart and is
35. tﬁc file findiug. portion of the caabling routine. If the

safthncoagmntorhasscrnmblcd the original product : |

“file namss, the fles will not be usablc until the license
agrecmedt has been accepted by the user-dnd the files

- liave been, unscrzmblcd The publisher or driginator has

il ongmxlly pmwdcd 2 table of crass-references between

. thé pscudo fil nanicy and the actual file -names. The
- routine cuds in box 4 whx.chscnuzcd from’oox3zs .
. nou:d prcvxously :
Thcmxbﬁngprogmmcnds ﬁnnllymboxllwhwhls .

45 ‘entered from box 7.as noted pn:kusly ‘By hzud'mg :

. program’ wm—thmpmcch to mm;hzcthcact\ufioft-
wartptqdn:tforusc. .
30 [twﬂlbcxpprca;tpdmthcfomgomgﬂutﬂxcmm

cuxbhngpomonofthcmuuncxfﬁ.mmm.umhlcd
by the user’s acceptance af the license agreement terms -
mdooadnmns.A sdf-cnabhng"fwhty:sthusbuﬂt

usert In dfcc(. the softwurc praduct is readered unus- -
- able, sincg mtcrnal rcfcrcnca ‘within code modules to’
use files or file names will not find the corrapondmg_

65 files oc file names unless the tnscrambling process has .
pmwdcs the’ ability for the ‘peagram ordginator to re- n
quirc modification - and _eacryption _of. the. charactcr

‘Heen carried ut previously. The unscrambling pracess,

4csc{fbymngthccodcthzx.aﬂows thcmodxﬁcxtxonof‘ -

- <contral over to the baich fil¢ of installation program -, R
namie prcmdod by the software griginator, the coabling ™ < .7

mto the software pmduct by the originator. This facility - - U
s mvoked, albeit somewhat” u.nknowmgiy by the ead -

mtum,willnotbccntcrcdaudmnnotbcmvokcdunlcssl'.
thcuscrhasmdxcatcd acccptmxcc ofthc tcrms and coa- - 7
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: dmons of thc license ngrccmcnt Thc dcciromc dztA means at said seader for modxfymg said dzt:l OchCS
" object, af delivered, i the softwire produc( as pro- fot delivery, said modifying rcndcrmg sxid objects
vided by the ong-mator thos contains nat ouly the soft- into a nan-executablc state; .
ware product’ program code but the cxmblmg coutine means at said sender for mscrtmg an cmbhugnmns
tagether with. the necessary cu.blmg tablc aod du ap- 5 . into said data Objcct priar to’'delivery thereof; and
- ‘propdate sct of screens and a sm;lll amount of control . means at said receiver for loading said modified daza
.. codeta dcccrmmc whcthcr thc uscrh:xs mdxcmtcdmcq)« ) object into 1 compater for display 2nd for cpcrn—'
tance or- rc_tccucm ot’ the hocn:c xgn:cmmtscmc: infor- -~ - tous thercon; and :
| ‘mation. If acoceptincc’is indicated and thic” caabling rou- means for initially accessing ouly said cﬂzblmg means
" tine is allowed ta proceed ta couipletion, tic: mﬂnc 10 . in said datd objeét and for displaying porticas of
then crases’the caabling portioas of, itself aad the en” - ) data ooutamcd therein tn humanly readable form
abling tablel'If thigs cﬁ‘ccuvdy dcstmys the “h:ys" or. for soliciting & user's response thereta; and . ¢
“decryption techmique™ prior.to granting adeess ar ac- -meags for entering a2 user’s éspouse and means for |
. - .- tual usc of the software product to the uscr, Ako, the moordmgsuduscz‘srcsponsc;mdmansforcxzm—
Sl cnzbhngpmgnmmuuncndcsm‘bcdmthcﬁgumlf L mmgsuduscr'snspocscand- :
el includes astep that cocrypts or otherwisewecordsinifor- © | means conditioned by said examination of &id uscf )
mation entered by thcprospcctxvcmdsoth:txtpcrma . " response for employing said cnabling means and” |
meatly . marks”dmusa‘scopywxchmfomﬁoatku ‘ mndlfy\ngmddauob_}octbzcktomcxmtxblc" ’

: ..~couldbchtcracccscdbythcpmgramongm:mr’rhxs : -
- mfonnzuoamayumqudyldmufyghcuscrmdhu/hcrm l.Asystunnsdcscnbcdmclaxml,furthcrcompru— e T
.~ copy of the software pmductsodlaxzn)*mmhoazcd ing. - ST

; copnc:thztnmlata'dczcctcdmnybqtnccdbwkm ] mcansatwdscndcrformscrtmgzvaﬁmﬁmmdi—~ s

. R . tharongimltwﬂltﬁusbcmthxuvaddyo(my © clainto said data object; and * -

A . ‘provisions, sotic of which. are opticoal (.c., the check-- means at said receiver for modifying. said vcﬂﬁanou
: ST sum calculation and testing withia the goftwarc pmduc: 25 : .. indicia in respguse to said vser's reSponse. . - -
itself for thc miodified” charactcr stnngs) may begasily - . 3. A'system as dﬁcribcd in claim 1 or claim’ 2, .

e et included. at the selection’ of the pragram originator - whercin: - - -

Loomul '_whﬂc no swcxalprovnsxennmdbcmadc -or taken at the - said tccc.vcr mc!udcs means rmpouswc to s:ud (=12

e - o tser’s cnd to provide access to the delivered- software, - abling means aad to said uscr‘srcsponsc far c:mng j

NSRRI 'productodxot‘thanmdicmouofmptmcco(mcm * said cnabling means. PR

'ta'msandcondmouswhxchmllmvokcthcmbhng . 4Asystmnnsdm15cdmdmmlqrclam,2, <o
routine mdmtorcﬂxmftwnrcproductmuusablc V(hacn. - o

Lt ) ‘fOl'TlL - - szxdmc:ms for modifymgoompuscs mms for rcplac— .
S R . Extcasiod of (hmc oonmpts to a Vaqcty of othcr . ing ongmal campoucat names in smd data abject
. oo o ﬁclds is clca.dy within the scope of this inveatica. FQ: 35 | . with other names oot usodby‘s:ud dn,tnobjcct, and
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